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	Release Date
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	March 2007
	Original release of the Active Directory Management Pack.

	November 2008
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· Added scenario improvements to the “Changes in This Update” section. 

	October 2009
	· Updated the guide to reflect support for Windows Server 2008 R2.

· Added information regarding support for Active Directory Web Services (ADWS) and the Active Directory Management Gateway Service.

· Added the “Appendix: Monitors and Overrides for Management Packs” section.

· Updated all configuration steps throughout guide.

· Integrated multiple topics related to Client Monitoring into a single topic and placed under Optional Configuration.

· Provided detailed steps on enabling Replication Monitoring Performance Data Collection, which is in the Optional Configuration section.

	September 2011
	· Fixes to problems reported by customers:

· Active Directory databases larger than 4 GB reported incorrectly.

· 20% of the alerts are not triggered due to wrong event ID mapping.

· Performance data is not collected due to wrong event ID mapping.

· Performance counter selected by default is wrong.

· Time skew alert is not triggered due to script defect.

· Operation master monitor is broken due to script defect.

· Frequent operation master alert description misspelled.
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	March 2012
	· Corrected some Publisher names (for example, changed from PublisherName=KDC to PublisherName=Microsoft-Windows-Kerberos-Key-Distribution-Center).

· Updated rules to generate Alerts and not only go to the Event Viewer.

· Removed unnecessary check for Event Source Name for all NTDS rules (for example, removed EventSourceName=”NTDS General”).

· Corrected event parameter validation.

· Updated queries to search for correct event IDs.

· Fixed spelling errors.

· Added missing descriptions to rules.

· Fixed problems with Health Monitoring scripts.

· Removed user name checks from Userenv rules.

	October 2012
	Updated the guide to reflect support for Windows Server 2012.

	December 2012
	· Product knowledge improvements

· Excessive alert fixes

· Script error fixes

· Rule error fixes

For more details about these fixes, see Changes in This Update.

	October 2013
	· Product functionality improvements

· Noise reduction fixes

· Content Proofing updates

· Product accessibility for customization
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Introduction

The Active Directory® Management Pack provides both proactive and reactive monitoring of your Active Directory deployment. It monitors events that are placed in the Application, System, and Service event logs by various Active Directory components and subsystems. It also monitors the overall health of the Active Directory system and alerts you to critical performance issues. 

The monitoring provided by this management pack includes monitoring of the domain controllers and monitoring of health from the perspective of clients utilizing Active Directory resources. To monitor the domain controllers, the Active Directory Management Pack provides a predefined, ready-to-run set of processing rules, monitoring scripts, and reports that are designed specifically to monitor the performance and availability of the Active Directory domain controllers.  

The client in your environment might experience connectivity and service issues even though the domain controller appears to be operating correctly. The Active Directory Client Management Pack, included in the Active Directory Management Pack files to download, helps to identify these issues. This management pack monitors the services provided by the domain controller. It provides information in addition to that collected directly on the domain controller about whether they are available by running synthetic transactions against the directory service, such as Lightweight Directory Access Protocol (LDAP) binds and LDAP pings.   

In addition to health monitoring capabilities, this management pack provides a complete Active Directory monitoring solution by monitoring the health of vital processes that your Active Directory deployment depends upon, including the following:   


Replication


Lightweight Directory Access Protocol (LDAP)


Domain Controller Locator


Trusts


Net Logon service


File Replication Service (FRS)


Intersite Messaging service


Windows Time service


Active Directory Web Services (ADWS)


Active Directory Management Gateway Service


Key Distribution Center (KDC)


Monitoring service availability


Collecting key performance data


Providing comprehensive reports, including reports about service availability and service health and reports that can be used for capacity planning

With this management pack, information technology (IT) administrators can automate one-to-many management of users and computers, simplifying administrative tasks and reducing IT costs. Administrators can efficiently implement security settings, enforce IT policies, and minimize service outages.  

Document Version

This version of the guide was written based on the 6.0.8228.0 version of the Active Directory Management Pack. The guide is updated to indicate support for AD DS in Windows Server 2012 R2 along with some changes in functionality.

Getting the Latest Management Pack and Documentation

You can find the Active Directory Management Pack in the System Center Operations Manager 2012 Catalog (http://go.microsoft.com/fwlink/?LinkId=82105).

Changes in This Update

This section describes the changes made to the Active Directory Management Pack. 


October 2013 Update

December 2012 Update

March 2012 Update

September 2011 Update

October 2009 Update

November 2008 Update
October 2013 Update

	Fixes
	Impact

	Product functionality improvements

Scripts updates
	
Client GC monitoring is ROGC aware


“AD Database Free Space” monitor script updated to fix language setting issues


Updated the AD_Client_Connectivity.vbs script to honor failure thresholds


Changed “AD_Client_Serverless_Bind” Monitor from warning to error to reflect the severity of monitor’s unhealthy state


ADLocalDiscoveryDC.vbs updated to discover DCs outside of Domain Controller OU by removing the Domain Controller OU lookup


Update to monitor Up/Down states of LDAP over SSL (port 636) on Domain controllers


Updated ADLocalDiscoveryDC.vbs to discover Domain Naming Master property for DCs in Child Domains


Demoted Domain Controllers are undiscovered


Updated the AD_Client_Serverless_Bind script to remove existing errors

	Noise reduction fixes
	
Disabling and Enabling Alerts for Reports

Modified default "IntervalSeconds" of "AD replication partner op master consistency monitor" to match default intra-site replication schedule (updated from 60 seconds to 300 seconds)

	Content proofing and updates
	
Updated the AD views to say “Server 2008 and Above”


Updated the alert information for the alert “AD cannot update the object” with useful KB article references


Updated the alert message for "AD Op Master Response” with more accurate and detailed message


Updated the alert message for "AD Op Master Response” with more accurate and detailed message


Updated the alert message for "AD Op Master Response” with more accurate and detailed message

	Public Accessibility for customization
	
Updated the following MPs to give public accessibility for customization:


Microsoft.Windows.Server.2008.AD.EssentialService.Rollup


Microsoft.Windows.Server.2008.AD.DomainControllerRoleAggregatesDeprecatedMonitors


December 2012 Update

The December 2012 update does not include new functionality, but it does include several fixes requested by customers. The following table lists the updates and their impact. These fixes affect domain controllers that run Windows Server 2012, Windows Server 2008 R2, Windows Server 2008, and Windows Server 2003.

	Fixes
	Impact

	Product knowledge improvements
	
Client Monitoring alerts identify problematic domain controllers in the description.


Interdomain trust alert identifies which trust is broken in the alert description.


More specific action recommendations added to alert for “Could not determine FSMO role holder” and alert for “domain Controller’s Ops Master is inconsistent.” 


Knowledge Base article information added to alert for “The Active Directory database is corrupt.”


Knowledge Base article information added to alert for “Two replication partners have an inconsistent view of the FSMO role holders.”


Some rules with names that begin “Client Side script…“ but were not actually executed by client-side monitors were renamed.  


More specific action recommendation added to description for Event ID 1000.

	Excessive alert fixes
	
A duplicate alert that appears when a computer authentication fails was removed. 


Repetitive alerts for UserEnv and Netlogon were replaced with a single alert that includes a count of the number of occurrences.


The alert for the number of allowable replication partners was increased from 100 to the maximum number of replication connections. 


The alert of FSMO role holder availability was refined so that it is issued less frequently in cases where operations master role holder is temporarily unavailable.


Active Directory processor overload monitor was removed because it duplicates an existing monitor in the operating system management pack.


Duplicate alerts for KDC errors and trust verification failures were removed. 


Informational alert was disabled for rule “The default security settings for the NTFS file systems have not been applied to Active Directory directory folders.”

	Script error fixes
	Multiple script errors were fixed to improve Active Directory site topology discovery, DNS verification, operation master role discovery, and other improvements. 

	Rule error fixes
	Multiple rule errors were fixed to improve error handling, event logging, and server state reporting.


March 2012 Update

The March 2012 update does not include new functionality, but it does include several fixes requested by customers. The following table lists the updates and which operating system monitoring rules are impacted. 
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Note 

The guide was also updated in October 2012 to reflect that it applies to running ADMP on Windows Server 2012 domain controllers.

	Fix
	Operating system monitoring rules impacted

	Corrected some Publisher names (for example, changed from PublisherName=KDC to PublisherName=Microsoft-Windows-Kerberos-Key-Distribution-Center).
	Windows Server 2008 and later

	Updated several important rules to generate Alerts and not only go to the Event Viewer. 
	Windows Server 2008 and later

	Removed unnecessary check for Event Source Name for all NTDS rules (for example, removed EventSourceName=”NTDS General”).
	Windows Server 2003 and later

	Corrected event parameter validation.
	Windows Server 2003 and later

	Updated some queries to search for correct event IDs.
	Windows Server 2003 and later

	Fixed spelling errors.
	Windows Server 2003 and later

	Added missing descriptions to several rules.
	Windows Server 2003 and later

	Fixed several problems with Health Monitoring scripts.
	Windows Server 2003 and later

	Removed user name checks from Userenv rules.
	Windows Server 2003


September 2011 Update

The September 2011 update includes fixes to problems and deprecation of certain rules, monitors, and discoveries. 

Fixes
This table lists the fixes to problems reported by users and other architectural fixes and how they can affect your environment.

	Fix
	Impact

	Active Directory databases larger than 4 GB reported incorrectly
	This prevents incorrect logging of Event ID 333 with the following text:

AD Database and Log: Free space (KB) on drive is lower than the required reserved space for AD Log file. It should be at least 200000 KBytes.

	20% of the alerts are not triggered due to wrong event ID mapping
	This prevents several event-driven rules from breaking due to using the old event sources from Windows Server 2003 in their event rules rather than the new event sources for Windows Server 2008 and Windows Server 2008 R2.

	Performance data is not collected due to wrong event ID mapping
	Prevents the following alert caused by rules that fail to collect performance data on domain controllers that run Windows Server 2008:

In PerfDataSource, could not find counter NTDS, DRA Inbound Bytes Not Compressed (Within Site)/sec, in Snapshot. Unable to submit Performance value. Module will not be unloaded.

	Performance counter selected by default is wrong
	Fixes problems that prevented Replication Latency Performance data from appearing. 

	Time skew alert is not triggered due to script defect
	Matches the names of arguments in a function in AD_Time_Skew.vbs to variables passed to LogScriptEvent to enable events related to time skew to be created as designed.

	Operation master monitor is broken due to script defect
	Corrected a variable name in the Discovery script so the DNS Naming Master property is discovered correctly for proper Operations Master Consistency monitoring.

	Frequent operation master alert description misspelled
	Corrected misspelling of “inconsistent.”

	Discovery interval for client perspectives set to larger values
	Discovery interval for client perspectives had an interval set too high, which could cause performance issues that could block installation of an updated management pack.

	Discovery scheduler class is not used on several discoveries
	Some workflows use System.Scheduler instead of System.Discovery.Scheduler. 

	Views target a custom AD DS MP class instead of System.Entity
	This could have blocked installation of an updated management pack.

	Reports target a custom AD DS MP class instead of System.Entity
	This could have blocked installation of an updated management pack.

	Some discovery targets will not change Properties
	This problem could cause bad performance for organizations with many domain controllers.


Deprecated rules, monitors, and discoveries
The following rules, monitors, and discoveries were deprecated in version 6.0.7065.1.

For Windows 2000 Server:


AD Enterprise License Discovery (deprecated)

For Windows Server 2003:


License Discovery for Microsoft Windows Server AD (Deprecated)

For Windows Server 2008:


License Discovery for Microsoft Windows Server AD (Deprecated)

The following common monitors were replaced with a separate rule for Windows Server 2003 and Windows Server 2008 instead of sharing a common monitor:


AD DC Performance Collection - Metric NTDS DRA Inbound Bytes Compressed (Between Sites, Before Compression)/sec (Deprecated)


AD DC Performance Collection - Metric NTDS DRA Inbound Bytes Compressed (Between Sites, After Compression)/sec (Deprecated)


AD DC Performance Collection - Metric NTDS DRA Inbound Bytes Not Compressed (Within Site)/sec (Deprecated)


AD DC Performance Collection - Metric NTDS DRA Inbound Bytes Total/sec (Deprecated)


AD DC Performance Collection - Metric NTDS DRA Inbound Bytes Compressed (Between Sites, After Compression)/sec (Deprecated)


AD DC Performance Collection - Metric NTDS DRA Outbound Bytes Compressed (Between Sites, After Compression)/sec (Deprecated)


AD DC Performance Collection - Metric NTDS DRA Outbound Bytes Compressed (Between Sites, Before Compression)/sec (Deprecated)


AD DC Performance Collection - Metric NTDS DRA Outbound Bytes Not Compressed (Within Site)/sec (Deprecated)


AD DC Performance Collection - Metric NTDS RRA Outbound Bytes Total/Sec (Deprecated)

Remove Windows 2000 MPs
The Windows 2000 Server monitoring management pack has been removed as of this release of the Active Directory Management Pack. Windows 2000 Server is no longer a supported product.

Increase Script Time-Outs
Many scripts in the Active Directory Management Pack have time-out values that may cause the script to be terminated prematurely by the agent. If frequent time-outs are occurring in your environment, consider increasing the amount of time that the script is allowed to execute.

Missing Roll-Ups

The following monitors do not roll up to a standard aggregate monitor, and thus will not be included in the overall health status of the server:

1.
Microsoft Windows Server AD 2003 Monitoring Management Pack:

* AD Replication Monitoring

* All of the replication partners failed to replicate.

2.
Microsoft Windows Server AD 2008 Monitoring Management Pack:

* AD Replication Monitoring

* All of the replication partners failed to replicate.

Mismatched Alert Severity
Alerts raised by the AD Client Serverless Bind Monitor do not match the state of the monitor when an error condition is detected. The monitor will raise an alert with a severity of Error, while the monitor will be in the Warning state.

Undocumented Overrides
Microsoft.Windows.Server.AD.DomainController.DRAIntersiteOutBytes.Collection.Override.RODCGroup

Microsoft.Windows.Server.AD.DomainController.DRAOutboundBytesComp.Collection.Override.RODCGroup

Microsoft.Windows.Server.AD.DomainController.DRAOutboundBytesNotComp.Collection.Override.RODCGroup

Microsoft.Windows.Server.AD.DomainController.DRAOutboundBytesTotal.Collection.Override.RODCGroup

These overrides disabled the following replication performance counter rules for Windows Server 2008 and Windows Server 2008 R2 Read-Only Domain Controllers:

AD 2008 DC Performance Collection - Metric NTDS DRA Outbound Bytes Compressed (Between Sites, After Compression)/sec

AD 2008 DC Performance Collection - Metric NTDS DRA Outbound Bytes Compressed (Between Sites, Before Compression)/sec

AD 2008 DC Performance Collection - Metric NTDS DRA Outbound Bytes Not Compressed (Within Site)/sec

AD 2008 DC Performance Collection - Metric NTDS RRA Outbound Bytes Total/Sec

Scripts with Syntax Errors
The ADClientPerspective.vbs script used by the AD Client Monitoring Discovery contains a script error and will not execute when run.

October 2009 Update

The October 2009 revision of the Active Directory Management Pack includes the following additions:


Support for monitoring Windows Server® 2008 R2 server operating systems as well as Windows® 7 client operating systems.


Support for monitoring the Active Directory Web Service (ADWS) in Windows Server 2008 R2 as well as the Active Directory Management Gateway Service in Windows Server 2008 and Windows Server 2003.

November 2008 Update

The November 2008 update of the Active Directory Management Pack includes the following scenario improvements.

	Scenario Improvement
	Description

	Windows Server 2008 discovery for writeable domain controllers and read-only domain controllers (RODCs) 
	Discovery of the following objects for a Windows Server 2008 domain controller: domains, forests, sites, site links, RODC, primary domain controller (PDC) emulator, relative ID (RID) master and infrastructure master and connection objects. 

	Windows Server 2008 replication monitoring—multiple service level agreements (SLAs), enhanced workflow, and new essential services (File Replication Service (FRS), Distributed File System Replication (DFSR), and NTDS). 
	The multiple SLA function is performed by creating a group and adding computers to it and then setting an override for the replication monitoring script that is pregroup.

	Multiple forest topology discovery and views 
	Active Directory Multiple Forests Topology Discovery is a new feature in this management pack that was added to provide feature parity with the Active Directory Management Pack for Microsoft Operations Manager (MOM) 2005 with Service Pack 1 (SP1). In both Active Directory management packs for Operations Manager 2005 (SP1) and Operations Manager 2007 (SP1), to discover other forests, a trust relationship is required between the forest hosting the Operations Manager Root Management Server (RMS) and other forests. Forests that have a two-way transitive trust with the RMS forest will be discovered. The following objects will be created and displayed in the Topology views: Forest, Domain, Site, Site Link, and Replication Connection.

	New essential services roll-up models for Windows Server 2008 and Windows Server 2003  
	The Essential Service health state roll-up was redesigned in Active Directory Management Pack for Operations Manager 2007 SP1 for two reasons:


To add an Overall Essential Service state as the parent health state for all the Essential Services and to present a correct hierarchical entity relationship for DC Availability, Overall Essential Services, and individual Essential Services.


To accurately reflect the dependencies for four essential services: SysVol, Distributed File System (DFS), NetLogon, and DCLocator. 

	Implement new reports
	Domain Changes and Synchronous Access Mode (SAM) Account Changes for Windows Server 2000, Windows Server 2003, and Windows Server 2008. 


Supported Configurations

The Active Directory Management Pack for Microsoft System Center Operations Manager 2012 and System Center Operations Manager 2007 is supported on the configurations in the following table. 

	Configuration
	Supported?

	Windows Server 2012 R2
	Yes

	Windows Server 2012
	Yes

	Windows Server 2008 R2
	Yes

	Windows Server 2008
	Yes

	Windows Server 2003 R2
	Yes

	Windows Server 2003
	Yes

	Windows Server 2000
	Yes

	Virtual environment
	Yes

	Clustered servers
	Yes

	Writeable domain controllers
	Yes

	Read-only domain controller (RODC)
	Yes

	Domain member computers and servers
	Yes

	Agentless monitoring
	No

	Stand-alone or workgroup member computers
	No
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Important 

Migration from Microsoft Operations Manager (MOM) 2005 to System Center Operations Manager 2007 is not supported, but a side-by-side installation of these two products is supported.

All support is subject to the Microsoft overall Help and Support life cycle (http://go.microsoft.com/fwlink/?Linkid=26134) and the Operations Manager 2007 R2 Supported Configurations (http://go.microsoft.com/fwlink/?Linkid=90676) document.

[image: image4.png]


Note 

The step-by-step procedures in this guide are based on the System Center Operations Manager 2007 R2 user interface. The actual steps may vary if you are using the System Center Operations Manager 2007 Service Pack 1 user interface.

Getting Started

This section describes the actions that you should take before you import the management pack, any steps that you should take after you import the management pack, and information about customizations.  

Before You Import the Management Pack

Before you import the Active Directory Management Pack, note the following limitations of the management pack: 


There is no support for agentless monitoring.


There is support for monitoring across multiple forests. However, there are special considerations when you configuring in this environment, which are outlined in the Multi-Forest Monitoring section of this document.


There are limitations when running Microsoft Operations Manager 2005 simultaneously with Operations Manager 2007 on domain controllers running the x64-based versions of Windows Server 2003. These limitations are outlined in the 64-Bit Considerations section of this document. 

Before you import the Active Directory Management Pack, take the following actions: 


Ensure that you imported the Microsoft.Windows.Server.Library from the Windows Server Operating System Management Pack for Operations Manager 2007 (at least version 6.0.6667.0).


Verify that each domain controller and client computer that you plan to monitor has an agent installed. 


If you plan to use the Active Directory Client Management Pack, deploy it on computers that are running directory-enabled applications, such as Microsoft Exchange Server 2000 and Microsoft Exchange Server 2003.

64-Bit Considerations

If you install a Microsoft System Center Operations Manager 2007 Service Pack 1 (SP1) agent on a domain controller that is running a 64-bit server version of Windows and the computer already has a Microsoft Operations Manager (MOM) 2005 agent installed, the Operations Manager 2007 SP1 agent replaces the 32-bit Active Directory helper object (OOMADS) that the MOM 2005 agent uses. The result is that alerts, issued by the Active Directory Management pack, are generated in the MOM 2005 Operations Console, for example: 

Failed to create the object ‘McActiveDir.ActiveDirectory’. This is an unexpected error. The error returned was ‘The specified module could not be found.’ (0x8007007E). 

To resolve the issues in these alerts, apply the hotfix as described in article 956184 in the Microsoft Knowledge base (http://go.microsoft.com/fwlink/?LinkId=165628).

Files in This Management Pack

To monitor the directory, you must first download the Active Directory Management Pack from the System Center Operations Manager 2007 Catalog (http://go.microsoft.com/fwlink/?LinkId=82105). 

The Active Directory Management Pack includes the following files:


Microsoft.Windows.Server.AD.2000.Discovery


Microsoft.Windows.Server.AD.2000.Monitoring


Microsoft.Windows.Server.AD.2003.Discovery 


Microsoft.Windows.Server.AD.2003.Monitoring


Microsoft.Windows.Server.AD.2008.Discovery


Microsoft.Windows.Server.AD.2008.Monitoring


Microsoft.Windows.Server.AD.Library


Microsoft.Windows.Server.AD.ClientMonitoring
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Important 

Regardless of the network environment, all of the Active Directory management pack discovery files must be imported for the Active Directory Management Pack to monitor replication properly.

Recommended Additional Management Packs

Although no further management packs are required for the Active Directory Management Pack to perform, the following management packs might be of interest because they complement the Active Directory monitoring services: 


Windows Server DNS 2000/2003/2008 Management Pack for Operations Manager 2007 


File Replication Service and Distributed File System Replication Management Packs 


Windows Server 2003/2008 Group Policy  

Other Requirements

The Active Directory Helper Object (version 1.0.3, also referred to as OOMADS) must be installed for the Operations Manager 2005 agent running on 64-bit domain controllers. The Operations Manager 2005 agent contains the 32-bit version of the Active Directory Helper Object (version 1.0.3, also referred to as OOMADS), and the Operations Manager 2007 64-bit agent cannot use the 32-bit OOMADS.

For more information, see the 64-Bit Considerations section of this document.

How to Import the Active Directory Management Pack

For instructions about importing a management pack, see How to Import a Management Pack in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkID=98348).
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Notes

If you import a management pack using a Windows Installer file on a 64-bit Windows operating system, you may find that the management pack is installed to the 

%systemdrive%\Program Files (x86)\System Center Operations Manager 

folder instead of to the default location of the 

%systemdrive%\Program Files\System Center Operations Manager 

folder.

Initial Configuration

After the Active Directory Management Pack is imported, follow these procedures to finish your initial configuration:

1.
Create a new management pack in which to store overrides and other customizations. 

2.
Enable the Agent Proxy setting on all domain controllers.

Create a New Management Pack for Customizations

Most vendor management packs are sealed so that you cannot change any of the original settings in the management pack file. However, you can create customizations, such as overrides or new monitoring objects, and save them to a different management pack. By default, Operations Manager 2007 saves all customizations to the default management pack. As a best practice, you should instead create a separate management pack for each sealed management pack you want to customize.

Creating a new management pack for storing overrides has the following advantages: 


It simplifies the process of exporting customizations that were created in your test and pre-production environments to your production environment. For example, instead of exporting a default management pack that contains customizations from multiple management packs, you can export just the management pack that contains customizations of a single management pack.


It allows you to delete the original management pack without first needing to delete the default management pack. A management pack that contains customizations is dependent on the original management pack. This dependency requires you to delete the management pack with customizations before you can delete the original management pack. If all of your customizations are saved to the default management pack, you must delete the default management pack before you can delete an original management pack.


It is easier to track and update customizations to individual management packs.

For more information about sealed and unsealed management packs, see Management Pack Formats (http://go.microsoft.com/fwlink/?LinkId=108355). For more information about management pack customizations and the default management pack, see About Management Packs in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=108356).

To perform the procedures in this section, you must be a member of the Operations Manager Administrators group in the Operations console. For more information, see Account Information for Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=165736).
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To create a new management pack for overrides

	1.
On your management server, click Start, type Operations Console, and then click the Operations Console.

2.
In the navigation pane, click Administration.

3.
Right-click Management Packs, and then click Create New Management Pack.

4.
In Name, type a name (for example, ADMP Customizations), and then click Next.

5.
Click Create. After the new management pack is created, it appears in the Management Packs pane.


Enable the AgentProxySetting on All Domain Controllers

Enabling the Agent Proxy makes it possible for each domain controller to discover the connection object to other domain controllers. Connection objects are hosted by the forest, and the forest is discovered by the topology discovery, which is run on the Operations Manager 2007 root management server.

To perform the procedures in this section, you must be a member of the Operations Manager Administrators group in the Operations console. For more information, see Account Information for Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=165736).
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To discover domain controllers

	1.
In the Operations console, click Administration.

2.
In the navigation pane, right-click Agent Managed, and then click Discovery Wizard.

3.
In the Computer and Device Management Wizard, on the What would you like to manage? page, ensure that Windows computers is selected, and then click Next.

4.
On the Auto or Advanced? page, select the type of discovery and the type of computers that you want the management server to use. Any discovery method should be able to locate the domain controllers. Click Next.

5.
On the Discovery Method page, select one of the following options: Scan Active Directory or Browse for, or type-in computer names. 

If you select Scan Active Directory, you click the Configure button, and then you use the Find Computers dialog box to search for the computers that you want to be discovered. 

If you select Browse for, or type in computer names, you click the Browse button, and then you use the Select Computers dialog box to locate specific computers. 

You can use both methods to produce a list of computers to be discovered. Select the method that you want to use, and then click Next.
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Important 

The account that you select to use for browsing will also be used for installing the agent on the discovered computers. Therefore, ensure that you use an account that has permissions to install software on the domain controllers that you want to discover.

6.
On the Administrator Account page, you can determine which account you want to use to discover the client computers. After you select the account that you want to use, click Discover.

7.
On the Select Objects to Manage page, the discovery results are displayed. Use the check boxes to select the computer or computers that you want to configure for management, and then click Next.

8.
On the Summary page, you can set the agent installation directory or you can accept the default. Also, you can determine the credentials that you want to use on the computer to run the management agent, or you can accept the Local System account as the default. When you are ready to install the agent on the selected computer, click Finish.

9.
After the installation is complete, you see the Agent Management Task Status dialog box, which indicates the success of installation. If there are any problems with the installation, you can use the information in the dialog box to help resolve the problems. Click Close.
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To enable the Agent Proxy setting on all domain controllers

	1.
In the Operations Console, click Administration. 

2.
In the navigation pane, click Agent Managed.

3.
Double-click a domain controller in the list.

4.
Click the Security tab.
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Notes

If you do not want to change this security setting or if you do not need to discover connection objects, disable AD Remote Topology Discovery by using an override: 

a.
In the Operations Console, click Authoring, and then click Object Discoveries. 

b.
In the Operations Console toolbar, click  Scope. 

c.
In the Scope Management Pack Objects dialog box, click View all targets. 

d.
Click Active Directory Connection Object, and then click OK. 

e.
The AD Remote Topology Discovery object is in the Object Discoveries pane. Right-click the object, click Overrides, and then click the override option that you want to implement.

5.
Click Allow this agent to act as a proxy and discover managed objects on other computers.

6.
Repeat steps 3 through 5 for each domain controller.


Optional Configuration

There are several items in the Active Directory Management Pack (ADMP) that you have the option to configure. For example, you can configure the thresholds in multiple monitors to change alert criteria.

This section includes information about the following optional configurations:

1.
Collecting Replication Performance Data
2.
Client Monitoring
3.
Enabling Agent-Only Discovery
4.
Placing Monitored Objects in Maintenance Mode
5.
Disabling and Enabling Alerts for Reports
Also, in the Key Monitoring Scenarios section, there are multiple scenarios that provide additional configuration information, as shown in the following table.

	Section
	Configuration

	Replication
	Maximum number of replication partners

	Directory Service Availability
	
Maximum number of failed Lightweight Directory Access Protocol (LDAP) requests


Maximum number of failed global catalog search requests


Global catalog search time

	Time Skew Monitoring
	Setting a manual time source

	Operations Master Monitoring
	Last bind monitor threshold


Collecting Replication Performance Data
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Note 

Please note that currently Replication Monitoring is not applicable to Read Only Domain Controllers (RODC). Setting up replication monitoring on an RODC will generate significant alerts and errors.

If you want to monitor and report Active Directory replication performance, there is some additional configuration to do. Replication monitoring performance collection is not enabled by default because the performance reduction can be significant if replication data is collected automatically for every domain controller. To enable replication performance collection, complete the following manual tasks:

1.
Configure replication performance collection groups

2.
Configure overrides for each applicable monitor

After you enable Replication Performance Collection on a set of domain controllers, replication for each domain controller that is a member of sources group is monitored to each domain controller that is a member of the targets group. For example, consider the case of four domain controllers named DC1, DC2, DC3, and DC4. If DC1 and DC2 are made members of the sources group and DC3 and DC4 are made members of the targets group, replication performance is monitored as shown in the following list: 


DC1 to DC3


DC2 to DC3


DC1 to DC4


DC2 to DC4

Creating Replication Performance Collection Groups
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Caution 

Configuring the AD Replication Monitoring Performance Collection (Source) and AD Replication Monitoring Performance Collection (Targets) performance rules to gather data for all objects might affect your system performance, depending on the number of domain controllers in your enterprise. To reduce the likelihood of affecting system performance, choose only the Source and Target domain controllers for which you want to carefully monitor replication.

To perform the procedures in this section, you must be a member of the Operations Manager Administrators group in the Operations console. For more information, see Account Information for Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=165736)
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Create and configure the AD Replication Monitoring Performance Collection (Sources) group

	1.
In the Operations console, click Authoring.

2.
In the navigation pane, click Groups.

3.
In the Actions pane, click Create a New Group, which starts the Create Group Wizard.

4.
On the Enter the Name and Description for the new Group page, in Name, type AD Replication Monitoring Performance Collection (Sources) Group. As an option, you may enter a description in Description.
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Note 

The actual name of the group is up to the person who creates it. Later steps ask that you filter the available groups using “(Sources)” as part of the name filter. Therefore, we recommend that you at least include “(Sources)” as part of the group name.

5.
In Select destination management pack, select the management pack that you created for ADMP Customizations, as described in Create a New Management Pack for Customizations. If you have not yet created a management pack for your overrides, you can click New to create one now. Click Next.

6.
On the Choose Members from a List page, in Explicit Group Members (optional), click Add/Remove Objects. The Create Group Wizard – Object Selection dialog box opens.

7.
Set Search for to Windows Domain Controller. As an option, you can use Filter by part of name (optional) to enter a part of the name of the domain controller that you want to add. Click Search.

8.
In Available items, select the domain controllers that you want to configure for the sources group, click Add, and then click OK.
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Note 

There are additional methods for configuring group members, such as Dynamic Members, Subgroups, and Excluded Members. Although the procedures for using these methods are not provided in this section, you may decide to use them. To learn more about these methods, click Help in the Create Group Wizard dialog box.

9.
Click Next three times, and then click Create.
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Create and configure the AD Replication Performance Monitoring Collection (Targets) group

	1.
In the Operations console, ensure that Authoring is selected.

2.
In the navigation pane, ensure that Groups is selected.

3.
In the Actions pane, click Create a New Group, which starts the Create Group Wizard.

4.
On the Enter the Name and Description for the new Group page, in Name, type AD Replication Monitoring Performance Collection (Targets) Group. As an option, you may enter a description in Description.
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Note 

The actual name of the group is up to the person who creates it. Later steps ask that you filter the available groups using “(Targets)” as part of the name filter. Therefore, we recommend that you at least include “(Targets)” as part of the group name.

5.
In Select destination management pack, select the management pack that you created for ADMP customizations, as described in Create a New Management Pack for Customizations. If you have not yet created a management pack for your overrides, you can click New to create one now. Click Next.

6.
On the Choose Members from a List page, in Explicit Group Members (optional), click Add/Remove Objects. The Create Group Wizard – Object Selection dialog box opens.

7.
Set Search for to Windows Domain Controller. As an option, you can use Filter by part of name (optional) to enter a part of the name of the domain controller that you want to add. Click Search.

8.
In Available items, select the domain controllers that you want to configure for the targets group, click Add, and then click OK.

9.
Click Next three times, and then click Create.


Configuring Overrides to Enable Replication Monitoring Performance Collection

To make it possible for the performance collection scripts in the ADMP to use the source and target groups that you created in the previous section, you must enable an override to the applicable monitors for the domain controllers in your environment.
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Configure an override to collect performance data from the replication sources

	1.
In the Operations console, ensure that Authoring is selected.

2.
In the navigation pane, click Rules.
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Note 

If you do not see the rules, check that the scope is set to include Active Directory Domain Controller Server 2000 Computer Role, Active Directory Domain Controller Server 2003 Computer Role, and Active Directory Domain Controller Server 2008 Computer Role by clicking Scope in the Operations console toolbar.

3.
In the Rules pane, in Look for, type (Sources), and then click Find Now. There should be only a few rules displayed.
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Note 

If you do not see Look for, ensure that Find is selected in the Operations console toolbar.

4.
Right-click the AD Replication Monitoring Performance Collection (Sources) rule that is subordinate to the Active Directory Domain Controller Server 2000 Computer Role monitor, click Overrides, click Override the Rule, and then click For a group.

5.
In the Select Object dialog box, in Text string, type (Sources). The list of matching objects should be reduced considerably. Click the group that you created previously to contain the source domain controllers to be used for replication performance data collection. The suggested name was AD Replication Monitoring Performance Collection (Sources) Group.

[image: image22.png]


Note 

Using the text filter (Sources) in this step assumes that you followed the naming suggestion earlier, which was to use (Sources) as part of the group name. If you did not use (Sources) as part of the group name, you should not use the text filter (Sources). Instead, locate the group by scrolling through the list of groups or using an appropriate string for the group name that you created for the domain controller sources.

6.
In the Override Properties dialog box, select the Override box that corresponds to Enabled in the Parameter Name column.

7.
In the Override Value column, set the value to True.

8.
Select the check box in the Enforced column for the row of values that you just configured.

9.
The Select destination management pack option should already be configured for the management pack that you set in the previous section. Click OK.

10.
Repeat steps 4 through 9 for the AD Replication Monitoring Performance Collection (Sources) rules that are subordinate to the following monitors:


Active Directory Domain Controller Server 2003 Computer Role


Active Directory Domain Controller Server 2008 Computer Role
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Configure an override to collect performance data from the replication targets

	1.
In the Operations console, ensure that Authoring is selected.

2.
In the navigation pane, click Rules.

3.
In the Rules pane, in Look for, type (Targets), and then click Find Now. There should be only a few rules displayed now, one for each operating system type that you selected previously.

4.
Right-click the AD Replication Monitoring Performance Collection (Targets) rule that is subordinate to the Active Directory Domain Controller Server 2000 Computer Role monitor, click Overrides, click Override the Rule, and then click For a group.

5.
In the Select Object dialog box, in Text string, type (Targets) and the list of matching objects should be considerably reduced. Click the group that you created previously for the target domain controllers to be used for replication performance data collection. The suggested name was AD Replication Monitoring Performance Collection (Targets) Group.

[image: image24.png]


Note 

Using the text filter (Targets) in the previous step assumes that you followed the naming suggestion earlier to use (Targets) as part of the group name. If you did not use (Targets) as part of the group name, you should not use the text filter (Targets). Instead, locate the group by scrolling through the list or using an appropriate string for the group name that you created for the domain controller targets.

6.
In the Override Properties dialog box, select the Override box that corresponds to Enabled in the Parameter Name column.

7.
In the Override Value column, set the value to True.

8.
Select the check box in the Enforced column for the row of values that you just configured.

9.
Select destination management pack should already be configured for the management pack that you set in the previous section. Click OK.

10.
Repeat steps 4 through 9 for the AD Replication Monitoring Performance Collection (Targets) rules that are subordinate to the following monitors:


Active Directory Domain Controller Server 2003 Computer Role


Active Directory Domain Controller Server 2008 Computer Role

Active Directory replication monitoring performance data collection is now enabled. In approximately 24 hours, you should see data appearing in the Operations console under Monitoring, Microsoft Windows Active Directory, and Replication Monitoring in the Replication Latency object.


Client Monitoring

The Client Monitoring Management Pack deploys a set of rules and monitors to a computer that represents an Active Directory client. These rules and monitors provide monitoring data, such as connectivity, latency and availability, from the perspective of the client.

Your monitoring needs dictate where you decide to place the Active Directory client and how many clients you choose. When you make your decision, consider the following factors:


Servers that have applications that depend on Active Directory Domain Services (AD DS), such as computers running Microsoft Exchange Server, are good candidates for client monitoring.


The Active Directory client-monitoring measurements include network time. Therefore, measurements differ, depending on where your client computer is located. Use information about network speeds to place Active Directory client monitoring on computers in strategic locations. For example, if you have a branch office that is connected to a domain controller with a T1 connection, you would probably use client monitoring on one of the branch office computers to monitor the experience for the users who are connected with the T1 connection.


Client monitoring generates overhead and should not be used for every Active Directory client in an installation. Instead, turn it on for selected computers that give you a representative picture of the environment. For example, you might perform client monitoring from one server in a branch office, or you might pick one server per Exchange Server deployment.

Configuration

After you import the Active Directory Client Management pack, client monitoring is performed on computers that you add to the AD Client Monitoring Discovery rule. 

You should create a specific group in Microsoft System Center Operations Manager 2007 to use for monitoring replication. Add to that group only a select number of computers that you want to monitor. To learn about creating groups in Operations Manager 2007, see Creating and Managing Groups (http://go.microsoft.com/fwlink/?LinkId=166047).
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Caution 

Do not enable client monitoring on all your member servers or desktop client computers running Windows. If you have too many clients running transactions only for the sake of monitoring, you can degrade the performance of your Active Directory deployment.

To perform the procedures in this section, you must be a member of the Operations Manager Administrators group in the Operations console. For more information, see Account Information for Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=165736).
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To add a computer to the AD Client Monitoring Discovery rule

	1.
In the Operations Console, click Authoring.

2.
Expand Management Pack Objects, and then click Object Discoveries. 

3.
In the Object Discoveries pane, right-click AD Client Monitoring Discovery, click Overrides, click Override the Object Discovery, and then click For a group.  
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Note 

If you do not see the rule, check that your scope is set to include Active Directory Client Perspective by clicking the Scope in the Operations Console toolbar.

4.
In the Select Object dialog box, click the group of computers that you have created for the purpose of client monitoring, and then click OK.

5.
In the Override Properties dialog box, ensure that the Override box that corresponds to Enabled in the Parameter Name column is selected, and then change Override Value to True.

6.
In Select destination management pack, select the management pack that you created for ADMP Customizations, as described in Create a New Management Pack for Customizations. If you have not yet created a management pack for your overrides, you can click New to create one now. Click OK. 


Client Monitoring Modes

After it is deployed correctly, client monitoring runs in one of four modes. The default mode is (3) Local Site Mode. However, the administrator can select a mode for each computer that is running client monitoring. The following table lists the four client monitoring modes. 

	Mode
	Type
	Description

	1
	Full
	All domain controllers in the same domain as the client computer will be monitored. No additional configuration is necessary. The client automatically discovers all the domain controllers in its domain by using Lightweight Directory Access Protocol (LDAP).

	2
	Specific
	Domain controllers in the specified list of sites will be monitored. The administrator provides a list of sites to be monitored. Client monitoring determines the domain controllers that are contained in the list of sites. The list is maintained on the client computer in the form of a test file.

	3
	Local Site
	All domain controllers in the same site as the client computer will be monitored. No additional configuration is necessary. The client automatically discovers all the domain controllers in its site by using LDAP.

	4
	Specific
	Only domain controllers that are listed will be monitored. The administrator provides a list of domain controllers to be monitored. The list is maintained on the client computer in the form of a test file.


The administrator configures the mode for client monitoring, including (if necessary) the list of specific sites or domain controllers, by setting overrides.
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To set overrides

	1.
Open the Operations Console, and then click Authoring.

2.
Expand Management Pack Objects, and then click Rules. 

3.
In the Rules pane, in Look for, type AD Client Update, and then click Find Now.
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Note 

If you do not see Look for, ensure that you have Find selected on the Operations Console toolbar.

4.
Right-click the AD Client Update DCs rule, click Overrides, click Override the Rule, and then click For a group.
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Note 

If you are unable to find the AD Client Update DCs rule, check that your scope is set to include the Active Directory Client Perspective by clicking Scope in the Operations Console toolbar.

5.
In Select Object, click the group of computers that you have created for the purpose of client monitoring, and then click OK.

6.
Select the Override box that corresponds to Enabled in the Parameter Name column.

7.
Ensure that the Override Value is set to True.

8.
Select the Override box that corresponds to Site Discovery Mode in the Parameter Name column.

9.
In the Override Value column, type the number of the mode that you want to configure. The mode can be 1, 2, 3, or 4. (See the table of modes described earlier in this section.)
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Notes


If you set mode 2, you should enable the Sites override and provide a list of sites in the form of a comma-delimited string of site names, such as site1,site2,site3.


If you set mode 4, you should enable the Domain Controllers override and provide a list of domain controllers in the form of a comma-delimited string of domain controller fully qualified domain names (FQDNs), such as dc1.contoso.com,dc2.contoso.com,dc3.contoso.com.

10.
In Select destination management pack, select the management pack that you created for ADMP Customizations, as described in Create a New Management Pack for Customizations. If you have not yet created a management pack for your overrides, you can click New to create one now. Click OK. 


Enabling Agent-Only Discovery

The Active Directory Management Pack (ADMP) discovery mechanism typically collects information about all the domain controllers in the same forest as the Root Management Server (RMS) and in the trusted forests. You can see this by using the AD Topology View from within the console. However, only a subset of the domain controllers that are discovered will actually be monitored by an Operations Manager agent. Enabling agent-only discovery filters the list of discovered domain controllers to include only those domain controllers that have an agent installed.
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Note 

We recommend that you carefully review this entire section before you enable the agent-only discovery feature.

Requirements

The agent-only discovery feature requires the installation of the Windows PowerShell™ command-line interface and the System Center Operations Manager Windows PowerShell Cmdlets on the RMS. If you do not install Windows PowerShell and its components, ADMP discovery may fail.

Before you enable agent-only discovery

Before you enable the agent-only discovery feature, do the following: 


Ensure that Windows Powershell is installed on the RMS.


Determine the location of the Windows PowerShell executable. The default location is %windir%\System32\WindowsPowershell\v1.0\powershell.exe. 


Determine the location of System Center Operations Manager. The default location is %ProgramFiles%\System Center Operations Manager 2007.


Ensure that the System Center Operations Manager Powershell extensions are installed correctly. You can verify that they are installed correctly by starting the System Center Operations Manager Powershell window and running the Get-Agent command. To run the command, click Start, click All Programs, click System Center Operations Manager, click Command Shell, and then type Get-Agent. The list of agent-monitored computers appears, or an empty list appears if there are no agents currently installed on the domain controllers.

To perform the procedures in this section, you must be a member of the Operations Manager Administrators group in the Operations console. For more information, see Account Information for Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=165736).
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To enable agent-only discovery

	1.
Open the Operations console, and then click Authoring.

2.
Expand Management Pack Objects, and then click Object Discoveries.

3.
Click Scope on the Operations console toolbar.

4.
In the Scope Management Pack Objects dialog box, click View all targets, select the Active Directory Forest check box, and then click OK. The user interface (UI) displays the AD Topology Discovery object. 

5.
Right-click AD Topology Discovery, click Overrides, click Override the Object Discovery, and then click For all objects of class: Root Management Server. 

6.
Select the Override box that corresponds to Discovery Agent Only in the Parameter Name column, 

7.
Change the Override Value to True, and then select the box in the Enforced column.
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Important 

a.
If Windows PowerShell is installed in a location other than the default location, select the Override box that corresponds to the PowershellInstallPath parameter, and then edit Override Setting to point to the correct PowerShell location. Remember to include double quotation marks around the path.

b.
If Operations Manager is installed in a location other than the default location, select the OpsMgrInstallPath check box, and then edit Override Setting to point to the correct Operations Manager location. Remember to include double quotation marks around the path.

8.
In Select destination management pack, select the management pack that you created for ADMP Customizations, as described in Create a New Management Pack for Customizations. If you have not yet created a management pack for your overrides, you can click New to create one now. Click OK.
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Note 

Discovery must run again to remove any previously discovered domain controllers. By default, AD Topology Discovery runs once every 24 hours. However, you can force discovery to run by restarting the OpsMgr Health Service.
Placing Monitored Objects in Maintenance Mode

When a monitored object, such as a computer or distributed application, goes offline for maintenance, Operations Manager 2007 detects that no agent heartbeat is being received and, as a result, the object might generate numerous alerts and notifications. To prevent alerts and notifications, place the monitored object into maintenance mode. In maintenance mode, alerts, notifications, rules, monitors, automatic responses, state changes, and new alerts are suppressed at the agent.

For general instructions about placing a monitored object in maintenance mode, see How to Put a Monitored Object into Maintenance Mode in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=108358).

Exception
If users are getting the alerts from the following replication monitoring rules for domain controllers in maintenance mode, it is a known issue. The workaround is to resolve these alerts when domain controllers are out of maintenance mode.  


“AD Replication is occurring slowly”  


“DC has failed to synchronize naming context with its replication partner” 


“One or more domain controllers may not be replicating” 

Disabling and Enabling Alerts for Reports

There are two reports, the Domain Changes Report and the Account Changes Reports, that send alerts when they are run and are ready for the administrator to view. For the Active Directory Domain Controller Windows Server 2008 and above Management Packs, two new rules were created to allow the Reports to be generated without sending an alert. These optional rules were created to help reduce noise if the administrator does not want to see the alerts but still wants to have the reports generated and available. The new rules are Create Account Changes Report and Create Domain Changes Report. These rules are disabled initially. To generate the reports without getting alerts the process is to disable the existing rules that generate alerts, and then enable the new rules.  For a guide on disabling a rule, see How to Disable a Monitor or Rule Using Overrides (http://technet.microsoft.com/library/bb309583.aspx)
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To enable the rules Create Account Changes Report and Create Domain Changes Report

	1.
In the Operations console, click the Authoring button.

2.
In the Authoring pane, click Rules.

3.
In the Rules section, type Create Account Changes in the Look for bar and click find now.

4.
Click on the Create Account Changes Report rule.  

5.
On the Operations console toolbar, click Overrides and then point to Override the Rule. You can choose to override this monitor or rule for objects of a specific type or for all objects within a group. After you choose which group of object type to override, the Override Properties dialog box opens, enabling you to view the default settings contained in this monitor. 

6.
In the Override Properties dialog box, click to select the Override check box that corresponds to the Enabled parameter.

7.
In the Override Setting column, click True.

8.
In the Select destination management pack list, click the appropriate management pack in which to store the override or create a new unsealed management pack by clicking New.

9.
When you complete your changes, click OK and start over at step 4 this time searching for Domain Changes Report.


Security Considerations

You might need to customize your management pack. Certain accounts cannot be run in a low-privilege environment, or they must have minimum permissions.  

Action Account

For each of the client-side monitoring scripts to run successfully, the Action Account must be a member of the Administrators group on both the computer on which the client management pack is running and the domain controller that is being monitored. The Action Account must also be a member of the Operations Manager Administrators group, which is configured through the Operations console in so that all the scripts that are configured on the Root Management Server can run properly.
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Note 

To learn more about the Action Account, see Account Information for Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=165736).

AD MP Account

The AD MP Account Run As Profile is automatically created when you import the ADMP. This account is not needed if you are using the Action Account for ADMP operations. However, if you would prefer to use a different domain account to monitor Active Directory operations, you can utilize the ADMP Run As Profile by first creating a Run As Account and then adding that account to the AD MP Account Run As Profile.

Creating a Run As Account

Creating a Run As Account allows Operations Manager 2007 utilize the user account for monitoring.

To perform the procedures in this section, you must be a member of the Operations Manager Administrators group in the Operations console. For more information, see Account Information for Operations Manager 2007(http://go.microsoft.com/fwlink/?LinkId=165736).
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To create a Run As Account

	1.
On your management server, open the Operations Console, and then click Administration.

2.
In the navigation pane, right-click Security, and then click Create Run As Account.

3.
If the Introduction page of the Create Run As Account Wizard appears, click Next.

4.
On the General Properties page, ensure that Windows is selected for Run As Account type and for Display Name type ADMP. You can optionally type additional information in Description.
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Note 

You may type any name that you like for the Run As Account to use, the name ADMP is a suggested name and is used to make writing these directions more concise. If you type a different name, substitute that name for ADMP in any steps which make reference to the ADMP Run As Account.

5.
On the Credentials page, enter the user name of the account you designated for monitoring replication. Then, enter and confirm the passwords you set for the account. Click Next.

6.
Once the Run As account is created, click Close.


Add the Run As Account to the ADMP Run As Account Profile

The last major task enabling replication monitoring by an account other than the Action Account is to add the Run As account to the AD MP Account Run As Profile.
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Adding the Run As Account to the Run As Profile

	1.
In the Administration navigation pane of the Operations Console, click Profiles.

2.
In the Profiles pane, double-click AD MP Account.

3.
If the Introduction page of the Run As Profile Wizard appears, click Next.

4.
In Display name, confirm that AD MP Account appears as the name of the profile and then click Next.

5.
On the Run As Accounts page, click Add.

6.
In the Add a Run As Account dialog box, under Run As account, use the drop-down menu to select the Run As account you created previously.

7.
In This Run As Account will be used to manage the following objects, select A selected class, group, or object.
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Tip 

If you have created a group for all your domain controllers, then you may want to select that in the next step rather than following the steps to select domain controllers individually. See How to Create Groups in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=165736) for more information.

8.
Click Select and then click Object.

9.
Use the Object Search dialog box to locate all the domain controllers you want to monitor, select one and then click OK.
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Tip 

In the Object Search dialog box, you can set Look for to Windows Server to reduce the number of objects returned.

Repeat this step as needed until you have all the domain controller computer accounts you want to monitor in the Run As accounts list, and then click Save.

10.
If on the Completion page, under More-secure Run As accounts, you see ADMP then click ADMP. Otherwise, click Close.

11.
If you clicked ADMP, then in the Run As Account Properties, in the Distribution tab, with More secure selected, click Add. Use the Computer Search dialog box to locate the domain controllers to which you want to distribute these credentials. When you locate the computers you want, click Add, then click OK twice and then click Close.


Security Monitoring

The Domain Administrator needs to know the Active Directory user authentication and account issues that occur between domain controllers, including the following:


Account password issues 


Security Accounts Manager (SAM) failures 


Requests that are not valid 


NTLM errors 


Key Distribution Center (KDC) errors 


Account identifier issues 


User credential issues 


Account and group issues 


Duplicate accounts and security identifiers (SIDs) 

Understanding Management Pack Operations

This section provides additional information about the types of objects that the management pack discovers and how health rolls up. It also provides an in-depth look at the concepts that are introduced in the Introduction to Monitoring Scenarios section.

Relationships

The following diagram shows the relationships that are defined in this management pack. 
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How Health Rolls Up

The Active Directory Management Pack views the Active Directory system as a layered structure, where each layer depends on the lower layer to be healthy. The top of this structure is the entire Active Directory environment, and the lowest level is all of the domain controllers. When enough of one layer changes state, the layer above it changes state to match. This action is called rolling up health.

The following diagram shows how the health states of components roll up in this management pack.
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This model captures the idea that if only a few domain controllers are in an error state, it is unlikely that the entire site or forest they belong to is down. However, if most of the domain controllers in a site are in an error state, it is likely that the site is in trouble, while the forest that contains the site might still be healthy.  

Health for each of the layers rolls up to next-highest layer when 60 percent of the objects in the lower layer change state. For rolling up health, an unknown state is considered to be an error state, while Maintenance mode is ignored. Active Directory domains are treated slightly differently than sites. Health from domain controllers rolls up to the domain, but domains do not roll up to the forest layer.  

Key Monitoring Scenarios

The Active Directory Management Pack (ADMP) is designed to provide valuable monitoring information about the health of your directory service. The following nine scenarios describe the most common ADMP monitoring scenarios. 

All of the configuration options described in this document are optional and not required for a typical operating environment. Administrators can choose to set some options to more accurately monitor specific areas of their environment.

The following monitoring scenarios are discussed in this section of the guide:


Multi-Forest Monitoring

Replication

Essential Services

Trust Monitoring

Directory Service Availability

Active Directory Database Monitoring

Time Skew Monitoring

Operations Master Monitoring

Active Directory Web Service Monitoring

Domain Controller Performance
Multi-Forest Monitoring

The ADMP supports the monitoring of forests in addition to the forest where Operations Manager and the management pack are installed. You can deploy agents to remote forests. The management pack will gather health and performance data for the remote forest according to the view of the domain controller where the agent is installed. 

Monitoring of domain controllers in remote forests is nearly identical to the monitoring done of domain controllers in the local forest.
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Important 

All multiple forest monitoring scenarios, events, alerts, and performance data collections are fully supported in this release. Topology views automatically discover all forests that have two-way transitive trusts with the local forest. However, cross-forest monitoring of a forest that is not fully trusted is not supported.

Multi-forest discovery consist of two workflows: 

1.
Microsoft.AD.Topology.Discovery
2.
Microsoft.AD.Remote.Topology.Discovery
Microsoft.AD.Topology.Discovery is the major workflow for multi-forest discovery, and it is defined in Microsoft.Windows.Server.AD.Library.mp.

This workflow runs on the Root Management Server (RMS) and discovers Active Directory instances such as forests, domains, sites, sitelinks, and domain controller computers in addition to relationships between those instances that are spread over different forests with two-way transitive trust.
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Note 

Because the RMS submits discovery data, it is required to enable the proxy at the RMS.

The other workflow, Microsoft.AD.Remote.Topology.Discovery, is defined in each version of discovery management pack (that is, Microsoft.Windows.Server.AD.[version].Discovery.MP) and runs on each of the domain controllers with Operations Manager agents deployed.

The major task of the Microsoft.AD.Remote.Topology.Discovery workflow is to discover connection objects. Also in this workflow, the proxy must be enabled (as described in Enable the AgentProxySetting on All Domain Controllers) at each of the agents to complete discovery data submission.

The two workflows are configured to run once a day.

Configuration

There are no recommended configuration settings for this scenario.

Replication

Replication of data is a key aspect of any Active Directory installation. Replication Monitoring ensures that replication is occurring correctly in your environment. The following four specific aspects of replication are monitored: 


Replication Provider. This aspect provides monitoring continually and verifies that all of the replication links for a domain controller are always working properly. The health of each replication link is checked by leveraging Windows Management Instrumentation (WMI) to determine the status of each link.


Replication Partner Count. This aspect ensures that every domain controller has an acceptable number of partners with which to replicate. If a domain controller has either too many or too few partners, the health of the domain controller will be considered to be degraded.


Replication Latency Monitoring. This aspect ensures that changes made to the Active Directory installation are being replicated throughout the environment in a timely manner. The replication latency monitoring mechanism will inject changes into the directory at a regular interval, and then watch to see that those changes reach every domain controller that is monitored by the ADMP within a specified amount of time.


Operations Master Consistency. Although operations master verification is performed elsewhere, replication monitoring verifies that all replication partners for a given domain controller agree on the owner of each operations master role. This check is a critical part of replication because replication partners need to agree on the ownership of each operations master role.

Replication is the mechanism by which domain controllers in a domain exchange changes to the directory. This mechanism is essential to the operation of the Active Directory deployment in a forest. The topic of replication is both deep and wide, and a full view of every aspect of replication is beyond the scope of what the Active Directory Management Pack (ADMP) attempts to monitor. For the purpose of this management pack, you should strive to monitor the critical aspects of replication to give information technology (IT) administrators an overall assessment of replication for their environment.
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Note 

This section discusses the monitoring of replication for the purposes of providing alerts when replication issues are detected. If you are interested in configuring replication performance monitoring that allows for trend reporting, see Collecting Replication Performance Data in the Optional Configuration section of this guide.

The following four specific aspects of replication are monitored: 


Replication Provider – This aspect uses Windows Management Instrumentation (WMI) to indicate whether replication links between a domain controller and its replication partners are healthy or unhealthy.


Replication Partner Count – This aspect validates that a particular domain controller does not have too many or too few replication partners. 


Replication Latency – This aspect validates that updates to the directory are propagated to other domain controllers within a reasonable timeframe. 


Operations Master Consistency Check – This aspect validates that all of the replication partners for a particular domain controller agree on the various Operations Master role holders. 

These four aspects of replication are monitored to provide an overall view of the replication mechanism of the Active Directory environment. Sometimes, it will be appropriate to utilize a tool that is more specialized in monitoring replication. For example, if the Replication Provider verification fails, the guidance might be to use the Replprov tool to gather more detailed information about the failure. 

Replication Provider

The replication paths of data between domain controllers are represented by replication links. These links are a logical entities (represented as objects in the directory) that the domain controller will reference when it needs to replicate. The health of the replication links is essential to determining the health of replication. The ADMP determines the health status of these links by using WMI. Health of replication links is determined by examining the MSAD_ReplNeighbor object in WMI. Information about this object can be found MSAD_ReplNeighbor Class (http://go.microsoft.com/fwlink/?LinkId=122796). The replication provider check specifically monitors the following aspects of the MSAD_ReplNeighbor object: 


ModifiedNumConsecutiveSyncFailures is less than 2 


The TimeOfLastSyncSuccess is less than 14 days old 

Replication Partner Count

With replication as one of the cornerstones of the Active Directory environment, it is essential that the domain controllers in the forest are all able to replicate with each other, and that there are not excessive connections being created between domain controllers. Excessive connections can degrade the performance of the forest, while a lack of connectivity can create replication site islands. A replication site island occurs when a single domain controller or group of domain controllers in a particular site do not have any connections to domain controllers in another site. The domain controllers in a replication site island are unable to propagate their own changes to the other domain controllers in the domain and forest.

The replication partner count specifically validates the following three cases are true:


A domain controller always has at least one outbound connection. Because replication connections are always seen as inbound connections, there is no need to record outbound connections. This means that the replication partner count mechanism will validate that a minimum number of connections exist by checking all of the other domain controllers in the domain to see if the domain controller in question has a connection.

[image: image48.png]


Note 

A domain containing a single domain controller is considered a lone domain controller, and the replication partner count check will be ignored.


A domain controller has at least one connection to another site. When sites are created, they must have a way to replicate changes to domain controllers from other sites. By default, when a site is created beyond the initial Default-Site-First-Name site, the Enterprise Administrator needs to create a site link to connect these two sites. A site always needs to have at least one intersite connection to another site.
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Note 

If the domain or forest contains only a single site, the replication site island check will be ignored.


A domain controller does not have more than a specified number of connections. When a domain controller has too many connections, the performance of the directory can become degraded. The replication partner count validation mechanism checks that a domain controller does not have too many connections. The specific threshold is made a parameter to the script, so that it can be overridden and customized for a particular environment.

Replication Latency

The purpose of replication latency monitoring is to ensure that changes are being properly replicated across the forest. An Active Directory deployment comprises domain controllers, all of which (excluding read-only domain controllers (RODCs)) are able to modify the collective directory. When a change is recorded, it will be replicated to neighboring domain controllers within a given time interval.

Replication latency monitoring in this management pack is done by injecting a change into the directory and determining how long it takes for that change to reach every other domain controller in the forest. This value can vary from domain controller to domain controller. The maximum determined time that it takes a change to replicate across the forest is known as the convergence latency. 

Latency monitoring is done on a per-naming context basis. On a typical domain controller, there will be three predefined naming contexts in the directory:


The Domain Naming Context, which exists for each domain


The Configuration Naming Context, which exists for each forest 


The Schema Naming Context, which exists for each forest 

In addition, on a domain controller that is acting as a Domain Name System (DNS) server, there will be two more partitions: 


The Domain DNS Zones Naming Context  


The Forest DNS Zones Naming Context 

Each partition is monitored separately from the others. This is because some customers might configure certain partitions to not be replicated, and the management pack needs to be flexible enough to handle this. You need to be able to ensure that each partition is being correctly replicated. 

How and when replication occurs between domain controllers is heavily dependent on the site location of the domain controller. Replication can be divided into two categories: 


Replication between domain controllers that are within the same site (known as intrasite replication) 


Replication between domain controllers that are in different sites (known as intersite replication) 

When a change is made on a domain controller, the replication partners of that domain controller need to receive a copy of that change. Because domain controllers belonging to the same site are considered to be well connected, changes are proactively pulled by other domain controllers from the same site almost as soon as the changes are made. For domain controllers belonging to a separate site, the assumption is made that these domain controllers are not as well connected, so you should request changes only on a scheduled interval. This way, changes from the previous x minutes will be patched together and transferred at the same time. 

Because the replication intervals for intersite and intrasite replication are different, the management pack needs to monitor each type of replication separately. For this reason, you use an intersite replication latency threshold and an intrasite replication latency threshold. 

Container Creation

When the ADMP is deployed for the first time, the latency objects container (OpsMgrLatencyMonitors) does not yet exist. Before monitoring can begin, the container needs to be created, which can occur in two different ways:


If the container does not exist, the replication monitoring script attempts to create the container. If the System Center Operations Manager 2007 Action Account does not have appropriate permissions to create the OpsManagerLatencyMonitors container, the creation will fail and an event will be logged.
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Note 

For information about the Action Account, see Account Information for Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkID=165736).


The administrator can use ADSI Edit to manually create the latency objects container.

For situations in which the administrator creates an Action Account or even another user account specifically for the latency monitoring mechanism, the account that is used may not provide the credentials to create the container automatically. For this reason, you may require an enterprise administrator to manually create the container, as described in the following section.
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To configure the OpsMgrLatencyMonitors container

	1.
To perform this procedure, you must be a member of the Enterprise Admins group in Active Directory, or you must have been delegated the appropriate authority. As a security best practice, consider using Run as to perform this procedure. For more information, see Default local groups, Default groups, and Using Run as.
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Important 

Ensure that the OpsMgrLatencyMonitors container is created only once—on one domain controller—and that it will replicate to the other domains in the forest.

2.
In ADSI Edit, right click the ADSI Edit object in the navigation pane, and then click Connect To.

3.
In the Connection Settings dialog box under Connection Point, ensure that Select a well known Naming Context is selected, and then click Configuration in the drop-down menu.

4.
In the Computer section, select the domain controller on which you want to complete the configuration, and then click OK.

5.
In the navigation pane, expand the Configuration object. An object with CN=Configuration followed by LDAP path of the forest appears.

6.
If you do not see the OpsMgrLatencyMonitors container immediately below the CN=Configuration object in the navigation pane, create the container:

a.
Right-click the CN=Configuration object, click New, and then click Object.

b.
In the Create Object dialog box, select the container, and then click Next.

c.
In Value, type OpsMgrLatencyMonitors, and then click Next. Click Finish.

7.
In the navigation pane of ADSI Edit, right-click CN=OpsMgrLatencyMonitors, and then click Properties.

8.
Click the Security tab, click Advanced, and then click Add.

9.
Use the Select users, Computers, Service Accounts or Groups dialog box to locate the Action Account, and then click OK.

10.
In the Permissions Entry for OpsMgrLatencyMonitors dialog box, ensure that Apply to reads This object and all descendant objects.

11.
In Permissions, select the Allow box that corresponds to the Create container objects permission.

12.
Click the Properties tab, and then set Apply to so that it reads All descendant objects.

13.
In Permissions, select the Allow box that corresponds to Read all properties.

14.
Select the Allow box that corresponds to Write adminDescription, and then click OK three times to close the open dialog boxes.


Latency Detection

After change injection has been performed, the container will be scanned for existing objects. Each object represents a domain controller that is participating in replication latency monitoring.

The process begins by querying the local domain controller by using the Lightweight Directory Access Protocol (LDAP) for a list of all the objects located in the latency objects container, where the containers that are queries are determined by using the naming context monitoring parameters for the workflow. The list is reiterated, taking each object one at a time.

Operations Master Consistency Check

Replication monitoring verifies that all replication partners for a given domain controller agree on the owner of each operations master role. This check is a critical part of replication because replication partners need to agree on the ownership of each operations master role.

Configuration

To perform the procedures in this section, you must be a member of the Operations Manager Administrators group in the Operations console. For more information, see Account Information for Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=165736)
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To change the maximum number of replication partners

	1.
Open the Operations console, and then click Authoring.

2.
Expand Management Pack Objects, and then click Monitors.

3.
In the Monitors pane, expand Active Directory Domain Controller Server 2000 Computer Role.

4.
Expand Entity Health, and then expand Configuration.

5.
Right-click AD Replication Partner Count Monitor, click Overrides, click Override the Monitor, and then click For all objects of class: Active Directory Domain Controller Server 2000 Computer.
6.
To change the warning threshold, select the Override box that corresponds to the Number Connections Warning Threshold in the Parameter Name column. 

7.
In the Override Value column, enter the number of connections that you want to set as the new warning threshold.

8.
To change the error threshold, select the Override box that corresponds to Number Connections Error Threshold. 

9.
In the Override Value column, enter the number of connections that you want to set as the new error threshold. 

10.
In Select destination management pack, select the management pack that you created for ADMP Customizations, as described in Create a New Management Pack for Customizations. If you have not yet created a management pack for your overrides, you can click New to create management pack now. Click OK. 

11.
Repeat steps 5 through 10 for the following monitors: 


Active Directory Domain Controller Server 2003 Computer Role

Active Directory Domain Controller Server 2008 Computer Role


Essential Services

The Active Directory system comprises a number of services, some that provide services directly and some that support the Active Directory system itself. For this reason, the management pack continually checks to ensure that these essential services are working correctly. Note that some services might or might not be monitored, depending on the version of Windows Server being used and the particular configuration of your environment. The services that this management pack monitors include the following:


NT File Replication Service (NTFRS) 


Distributed File System Replication (DFSR) 


Windows Time Service (W32time) 


Intersite Messaging (ISM) 


Key Distribution Center (KDC) 


NT Directory Services (NTDS) 


Net Logon (NetLogon) 


Active Directory Web Service (ADWS)

The NTFRS and DFSR services both provide a file replication service. Depending on your environment, you might have one or both of these services running at one time. The management pack examines your environment to determine which service or services it should checked for, and it reports an error if the required service or services are not running.

The Windows Time Service (W32time) is responsible for keeping the various domain controllers on your network in time synchronization with each other. This management pack verifies that W32time is running on all domain controllers that are monitored.

Intersite Messaging is required on Windows 2000 Server domain controllers and Windows Server 2003 domain controllers that are not operating at the Windows Server 2003 forest functional level. Intersite Messaging will be monitored where applicable. 

The KDC is a key service for facilitating Kerberos in Active Directory deployments. The management pack will verify that the KDC service is running on all domain controllers being monitored. 

On a domain controller that runs Windows Server 2008 or later, Active Directory Domain Services (AD DS) hosts the Active Directory processes. This service must be running for the Active Directory system to function.

The Net Logon (NetLogon) service is responsible for handling a number of fundamental Active Directory authentication and location services. The ADMP verifies that the NetLogon service is running on all domain controllers being monitored. 

The Active Directory Web Service (ADWS) provides services that are required by the Active Directory Administrative Center and the Active Directory module for Windows PowerShell.

SYSVOL Availability

On every domain controller, the SYSVOL share must be accessible. The management pack tests the availability of the domain controller by attempting to map a network drive using the path \127.0.0.1\SYSVOL, which represents the SYSVOL directory on the domain controller. If the script that is associated with SYSVOL availability is not able to map a network drive, it generates an event indicating the error that is returned from the attempt. If the script is able to map a network drive to the domain controller, it will not generate an event, and it will subsequently remove the mapped drive.

Configuration

There are no recommended configuration settings for this scenario. 

Trust Monitoring

Trusts between forests and domains are fundamental to the operation of the Active Directory deployment. This management pack monitors these trusts to ensure that services and resources in your environment will be available where appropriate.

TrustMon, which is included on Windows Server 2003 domain controllers, is the Windows Management Instrumentation (WMI) trust monitoring provider. The Active Directory Monitor Trusts script uses TrustMon to enumerate the trusts on the local domain controller, and it generates alerts if any problems are found. 

The Active Directory Monitor Trusts script configures the TrustMon WMI provider to return all trusts, and then it queries for all instances of the Microsoft_DomainTrustStatus object in the \root\MicrosoftActiveDirectory WMI namespace. 

For each object that is returned; if the TrustType property of the object is not Downlevel or Uplevel (the other options are Kerberos Realm and DCE, which cannot be monitored effectively by TrustMon), the trust is ignored. 

If the TrustType of the object indicates that it can be monitored, the TrustStatus property of the object is checked. If TrustStatus is not 0, the trust is in an error state and the trust and its TrustStatusString (a textual description of the current state of the trust) are formatted and relayed as the trust status. 

After all the Microsoft_DomainTrustStatus objects have been processed, the local domain is obtained from the \root\MicrosoftActiveDirectory:Microsoft_LocalDomainInfo object.

Configuration

There are no recommended configuration settings for this scenario.  

Directory Service Availability

For Active Directory Management Pack for Operations Manager 2007 customers, the names of the corresponding script in that management pack appear in parentheses. These services include the following:


A global catalog can be located in an acceptable amount of time (GC Response) 


A global catalog can return a search result in an acceptable amount of time (GC Search Time) 


There are an acceptable number of Lost and Found objects. (Lost & Found Count) 


Verification of Domain Name System (DNS) records that Active Directory uses (DNS Verification) 


A serverless bind succeeds within an acceptable amount of time (AD General Response) 

Directory service availability reports the health of a number of aspects in the environment. It is covered by five monitors, as described in the following table.

	Monitor
	Description

	General Response
	Measures the responsiveness of the Active Directory system to a Lightweight Directory Access Protocol (LDAP) request. It periodically binds to the domain controller to measure the response time to a simple LDAP query. If too many LDAP requests fail in a row, the health of the domain controller will be degraded.

	Global Catalog Search Response
	Measures the time that is required to perform a global catalog search. The query to be run can be passed as a parameter. (See the “Configuration” section later in this document.) The measurement is reported as performance data, and related rules generate alerts for unusually slow conditions.

	Global Catalog Search Time
	Checks the current global catalog search time against the configured thresholds to verify that searches made against a global catalog are processed in a timely fashion.

	DNS Verification
	Performs various checks on the Domain Name System (DNS) setup. Individual alerts for a number of issues are reported.

	Lost Object Count
	Checks that there are not an excessive number of lingering objects in the Lost and Found container.


Configuration

To perform the procedures in this section, you must be a member of the Operations Manager Administrators group in the Operations console. For more information, see Account Information for Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=165736)
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To set General Response to bind to the SSL port 389

	1.
In the Operations console, click Authoring.

2.
Expand Management Pack Objects, and then click Monitors.

3.
On the Monitors pane, expand Active Directory Domain Controller Server 2008 Computer Role.

4.
Expand Entity Health, and then expand Availability.

5.
Right-click AD General Response Monitor, click Overrides, click Override the Monitor, and then click For all objects of class: Active Directory Domain Controller Server 2008 Computer Role.
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Note 

If you do not see the rule, check that the scope is set to include the Active Directory Client Perspective by clicking Scope in the Operations Manager toolbar.

6.
Select the Override box that corresponds to the Enabled entry in the Parameter Name column.

7.
Ensure that Override Value is set to True.

8.
Select the Override box that corresponds to MonitorStandardLDAPBind in the Parameter Name column, and then enter the value of ‘true’ in the Override Value column.
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Note 

If you do not want to monitor on this port set this value to ‘false’. If set to false verify that the MonitorSSLLDAPBind override is set to ‘true’. At least one of those values must be true otherwise the General Response monitor will not bind to any port.

9.
In Select destination management pack, select the management pack that you created for ADMP Customizations, as described in Create a New Management Pack for Customizations. If you have not yet created a management pack for your overrides, you can click New to create one now. Click OK.
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To set General Response to bind to the standard port 636

	1.
In the Operations console, click Authoring.

2.
Expand Management Pack Objects, and then click Monitors.

3.
On the Monitors pane, expand Active Directory Domain Controller Server 2008 Computer Role.

4.
Expand Entity Health, and then expand Availability.

5.
Right-click AD General Response Monitor, click Overrides, click Override the Monitor, and then click For all objects of class: Active Directory Domain Controller Server 2008 Computer Role.
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Note 

If you do not see the rule, check that the scope is set to include the Active Directory Client Perspective by clicking Scope in the Operations Manager toolbar.

6.
Select the Override box that corresponds to the Enabled entry in the Parameter Name column.

7.
Ensure that Override Value is set to True.

8.
Select the Override box that corresponds to MonitorSSLLDAPBind in the Parameter Name column, and then enter the value of ‘true’ in the Override Value column.

[image: image59.png]


Note 

If you do not want to monitor on this port set this value to ‘false’. If set to false verify that the MonitorStandardLDAPBind override is set to ‘true’. At least one of those values must be true otherwise the General Response monitor will not bind to any port.

9.
In Select destination management pack, select the management pack that you created for ADMP Customizations, as described in Create a New Management Pack for Customizations. If you have not yet created a management pack for your overrides, you can click New to create one now. Click OK.
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To change the maximum number of failed LDAP requests

	1.
In the Operations console, click Authoring. 

2.
Expand Management Pack Objects, and then click Monitors.

3.
On the Monitors pane, expand Active Directory Domain Controller Server 2000 Computer Role. 

4.
Expand Entity Health, and then expand Availability.

5.
Right-click AD General Response Monitor, click Overrides, click Override the Monitor, and then click For all objects of class: Active Directory Domain Controller Server 2000 Computer.
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Note 

If you do not see the rule, check that the scope is set to include the Active Directory Client Perspective by clicking Scope in the Operations Manager toolbar.

6.
Select the Override box that corresponds to the Enabled entry in the Parameter Name column.

7.
Ensure that Override Value is set to True.

8.
Select the Override box that corresponds to Failure Threshold in the Parameter Name column, and then enter the value that you want to set in the Override Value column.

9.
In Select destination management pack, select the management pack that you created for ADMP Customizations, as described in Create a New Management Pack for Customizations. If you have not yet created a management pack for your overrides, you can click New to create one now. Click OK.

10.
Repeat steps 3 through 9 for the following monitors: 


Active Directory Domain Controller Server 2003 Computer Role

Active Directory Domain Controller Server 2008 and above Computer Role
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To change the maximum number of failed global catalog search requests

	1.
In the Operations console, click Authoring.

2.
Expand Management Pack Objects, and then click Monitors. 

3.
In the Monitors pane, expand Active Directory Domain Controller Server 2000 Computer Role. 

4.
Expand Entity Health, and then expand the Availability.

5.
Right-click AD Global Catalog Search Response Monitor, click Overrides, click Override the Monitor, select For all objects of class: Active Directory Domain Controller Server 2000 Computer, and then click OK. 
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Note 

If you do not see the rule, check that the scope is set to include the Active Directory Client Perspective by clicking Scope in the Operations Console toolbar.

6.
Select the Override box that corresponds to the Enabled entry in the Parameter Name column.

7.
Ensure that Override Value is set to True.

8.
Select the Override box that corresponds to Failure Threshold in the Parameter Name column, and then enter the value that you want to set in the Override Value column.

9.
In Select destination management pack, select the management pack that you created for ADMP Customizations, as described in Create a New Management Pack for Customizations. If you have not yet created a management pack for your overrides, you can click New to create one now. Click OK.

10.
Repeat steps 3 through 9 for the following monitors: 


Active Directory Domain Controller Server 2003 Computer Role

Active Directory Domain Controller Server 2008 and above Computer Role
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To change the threshold for global catalog search time

	1.
In the Operations console, click Authoring.

2.
Expand Management Pack Objects, and then click Monitors.

3.
In the Target pane, expand Active Directory Domain Controller Server 2000 Computer Role. 

4.
Expand Entity Health, and then expand the Performance.

5.
Right-click AD DC Global Catalog Search Time Monitor, click Overrides, click Override the Monitor, select For all objects of class: Active Directory Domain Controller Server 2000 Computer, and then click OK.
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Note 

If you do not see the rule, check that the scope is set to include the Active Directory Client Perspective by clicking Scope in the Operations Console tool bar.

6.
Select the Override box that corresponds to the Enabled entry in the Parameter Name column.

7.
Ensure that Override Value is set to True.

8.
Select the override box that corresponds to Threshold Error (sec) in the Parameter Name column, and then enter the value that you want to configure for the threshold in the Override Value column.

9.
Select the override box that corresponds to Threshold Warning (sec) in the Parameter Name column, and then enter the value that you want to use as the threshold in the Override Value column. Click OK.

10.
Select the Override box that corresponds to Failure Threshold in the Parameter Name column, and then enter the value that you want to set in the Override Value column.

11.
In Select destination management pack, select the management pack that you created for ADMP Customizations, as described in Create a New Management Pack for Customizations. If you have not yet created a management pack for your overrides, you can click New to create one now. Click OK.

12.
Repeat steps 3 through 11 for the following monitors: 


Active Directory Domain Controller Server 2003 Computer Role

Active Directory Domain Controller Server 2008 and above Computer Role


Active Directory Database Monitoring

Active Directory Database Monitoring verifies that the underlying files used to host the directory (sometimes referred to as the DIT) are in a consistent state, and that there is available room for the database files to grow. This includes both the database files and the log files on each domain controller that is monitored by the ADMP.

The Active Directory Database and Log File workflow monitors database and log file size and available free space on the associated disk volumes. By default, the script runs every 15 minutes, and it calls the OOMADs Component Object Model (COM) object to obtain data.

The Active Directory Database and Log File script first calls OOMADs.GetDatabaseInfo. If that call succeeds, the script stores the returned values for drive free space and database size as performance data. The script then calls OOMADs.GetLogFileInfo. If that call succeeds, the script stores the returned values for drive free space and database log size as performance data. If both calls succeed, the script attempts to determine if a significant decrease has occurred in the amount of free space on either drive, and, if possible, it identifies the cause of the free space reduction.

To make this determination, the script records the following data:


Active Directory Database (DIT) Size


Log Size


Free DB Space


Free Log Space


SYSVOL Size


Last Run Time

Database and Log File Growth

When a domain controller is not in its first replication cycle, the Active Directory Database and Log File script performs a test to determine whether excessive growth in either the database or the log files is occurring. 
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Note 

Immediately after Active Directory deployment and a computer becomes a domain controller, an initial, complete replication cycle must occur before the domain controller begins advertising its services on the network. During this initial replication cycle, the database and log file sizes are expected to grow significantly. This growth is not reported by the script as an error. However, for a new domain controller, the script still reports any low-disk-space conditions. 

To determine whether the domain controller is in its initial replication cycle, an attempt is made to read the replUpToDateVector attribute on the LDAP://RootDSE object of the local computer. If the attribute exists, the domain controller has already completed its first replication cycle. 

A comparison of the current and previous values for database and log file size is used to determine whether the database or log has grown more than 20 percent since the last time that the script ran. If excessive growth has occurred, an event is generated that indicates the amount of growth and the time difference (in minutes) between the current and previous measurements. 
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Note 

The 20-percent value is fixed, and it cannot be configured by the user. 

Required Disk Space

If the database and log files reside on separate logical drives, the script verifies that the logical drive holding the database file has the greater of 500,000 kilobytes (KB) or 20 percent of the current database size available. The script also verifies that the logical drive holding the log file has the greater of 200,000 KB or 5 percent of the current database size available. 

If the database and log files reside on the same logical drive, the script verifies that the greater of 700,000 KB or 25 percent of the current size of the database is available on the drive. 

First, the script determines whether the database and log files reside on the same logical drive. The script makes this determination by comparing the first two characters of the file path for both the database and the log files. (If one path uses a Universal Naming Convention [UNC] path name and the other path uses a drive\directory path name, the check fails.)

If both files reside on the same drive, the amount of free space that is required on the database drive is added to the amount of free space on the log drive.

The required amount of free space is then checked against the available free space. If the required free space is greater than the available free space, an event is generated. The event contains the current free space on the drive and the calculated, required free space on the drive.

Configuration

There are no recommended configuration settings for this scenario. 

Time Skew Monitoring

The authentication that the Active Directory application uses is built on the Kerberos authentication protocol, which assumes that all computers that participate in authentication are kept within five minutes of one another. Because all computers will have some amount of time skew between them, the ADMP continually verifies that all computers are within an acceptable time skew. 

The management pack will generate a warning or an error depending on the amount of time skew. If the time skew is above the warning threshold, the time skew monitor for the domain controller is in a warning state. If the time skew is above the error threshold, the time skew monitor for this domain controller is in an error state.

For every domain controller that uses the management pack, the time skew monitor will automatically choose a time source for time comparison purposes. The time source that is chosen is determined by a simple algorithm. This algorithm works as follows: 


If the computer being monitored is not a primary domain controller (PDC), the PDC for that computer’s domain will be chosen as a time source. 


If the computer being monitored is a PDC for the non-root domain, the PDC for the root domain will be chosen as a time source. 


 If the computer being monitored is the PDC of the root domain, no time skew detection is done. 
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Note 

The time source that the management pack uses is not the same time source that the Windows Time service (W32time) uses. This is because the management pack must be able to determine the time skew even when W32time is not running.

The time on a domain controller is determined by connecting to the rootDSE object using Lightweight Directory Access Protocol (LDAP). This is the most succinct and error-free way to determine the time. This method for determining the time requires that the remote computer is also a domain controller. Computers that are not domain controllers and Network Time Protocol (NTP) time sources are not allowed to be manual time sources. 

The time source that is chosen for comparison is determined automatically when a manual time source is not specified. If a manual time source is specified (using an override), the automatic time source selection will be ignored and the manually specified time source will be used. Refer to the configuration section for specifying a manual time source. 

Configuration

To perform the procedures in this section, you must be a member of the Operations Manager Administrators group in the Operations console. For more information, see Account Information for Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=165736).
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To specify a manual time source

	1.
Open the Operations console, and click Authoring.

2.
Expand Management Pack Objects, and then click Monitors. 

3.
In the Monitor pane, expand Active Directory Domain Controller Server 2000 Computer Role.

4.
Expand Entity Health, and then expand Configuration.

5.
Right-click AD Time Skew Monitor, click Overrides, click Override this Monitor, and then click For all objects of class: Active Directory Domain Controller Server 2000 Computer. 

6.
Select the box that corresponds to TimeSource in the Parameter Name column, and enter the fully qualified domain name (FQDN) of a domain controller as the new time source. 

7.
In Select destination management pack, select the management pack that you created for ADMP Customizations, as described in Create a New Management Pack for Customizations. If you have not yet created a management pack for your overrides, you can click New to create one now. Click OK.

8.
Repeat steps 3 through 7 for the following roles: 


Active Directory Domain Controller Server 2003 Computer Role 


Active Directory Domain Controller Server 2008 and above Computer Role


Operations Master Monitoring

An Active Directory environment will contain a number of operations master role owners. This management pack monitors these roles to ensure that they are available and can be located at all times. Specifically, each operations master role owner can be located and binding can occur within a specified amount of time.

The Active Directory Operation Master Response script monitors Active Directory Operations Masters. Operations masters are domain controllers that hold one or more of the operations master roles (also known as flexible single master operations or FSMO roles) in Active Directory. These roles are critical to Active Directory health and availability. The operations master roles include the following: 


Schema operations master 


Domain naming operations master 


Infrastructure operations master 


Relative ID (RID) operations master 


Primary domain controller (PDC) emulator operations master 

This script runs every five minutes to determine the responsiveness of the operations masters. The response time for each role holder is recorded as performance data. 

For each operations master, the Active Directory Operations Master Response script determines the point at which that operations master was last tested successfully. If the number of script runs since the last successful test is greater than or equal to the SuccessCount parameter, the test is performed again (with the exception of the PDC emulator master, which is tested during each script run). An operations master is also tested if the previous test of the same operations master failed or if the operations master has not been tested since the Operations Manager service started. 

If the script tests an operations master and the test fails, the script generates an event and increments a counter that is associated with the domain controller being tested. If the counter equals the FailureThreshold parameter, the script generates another event, and it generates a Warning alert indicating that multiple consecutive failures have occurred. 

When the script tests an operations master and the test completes successfully, the failure counter for that domain controller is reset to 0, and a success event is generated. The script also generates an Information alert. 

Configuration

To perform the procedures in this section, you must be a member of the Operations Manager Administrators group in the Operations console. For more information, see Account Information for Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=165736).
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To change the threshold for an operations master last bind monitor

	1.
Open the Operations console, and click Authoring.

2.
Expand Management Pack Objects, and then click Monitors.

3.
In the Monitors pane, expand Active Directory Domain Controller Server 2000 Computer Role.

4.
Expand Entity Health, and then expand Performance.

5.
Right-click AD DC Op Master <FSMOrole> Last Bind Monitor, where <FSMOrole> is the operations master role that you want to modify.

6.
Click Overrides, click Override the Monitor, select For all objects of class: Active Directory Domain Controller Server 2000 Computer.

7.
Select the Override box that corresponds to Enabled in the Parameter Name column. Ensure that the value in the Override Value column is set to True.

8.
Select the Override that corresponds to Threshold Error (sec) in the Parameter Name column, and then enter the value that you want to use in the Override column.

9.
Select the Override box for Threshold Warning (sec), and then enter the value that you want to configure in the Override Value column.

10.
In Select destination management pack, select the management pack that you created for Active Directory Management Pack (ADMP) customizations, as described in Create a New Management Pack for Customizations. If you have not yet created a management pack for your overrides, you can click New to create one now. Click OK.

11.
Repeat steps 3 through 10 for the following monitors: 

a.
Active Directory Domain Controller Server 2003 Computer Role
b.
Active Directory Domain Controller Server 2008 and above Computer Role


Active Directory Web Service Monitoring

Active Directory Web Services (ADWS) is a new service beginning in Windows Server 2008 R2. The Active Directory Management Gateway Service is an equivalent service that can be added to Windows Server 2008 and Windows Server 2003. These services provide support for commands in the Active Directory module for Windows PowerShell commands, as well as the Active Directory Administrative Center. If ADWS or the Active Directory Management Gateway Service is not functioning properly on their respective operating systems, Windows PowerShell commands and the Active Directory Administrative Center will not function properly. The ADMP monitors the ADWS to ensure it is running and available.

	Monitor
	Description

	ADWS Service Monitor
	Verifies that Active Directory Web Services and the service port on servers that run Windows Server 2008 R2 or later and the Active Directory Management Gateway Service on Windows Server 2003 or Windows Server 2008 servers are functioning, and reports any service failures or port blockages.


Configuration

There are no recommended configuration settings for this scenario.

Domain Controller Performance

It is critical to an Active Directory environment that services and responses are not only available but that they can be located and queried within an acceptable amount of time. The specific areas of domain controller performance include the following: 


The LSASS process is using an acceptable amount of CPU resources. 


Binding can occur with a domain controller within an acceptable amount of time. 

If the Net Logon service is running and if the system has been running for more than 20 minutes, the Active Directory Management Pack uses the DsGetDCName application programming interface (API) to check the domain controller Locator (DCLocator). The script then compares the name that is returned with the name of the local domain controller. If the names do not match, the script generates an error message indicating that the domain controller is not advertising. If the names match and DCLocator was previously not working, the script clears the variable and generates an event indicating that DCLocator is now working.

Configuration

There are no recommended configuration settings for this scenario. 

Views

To perform the procedures in this section, you must be a member of at least the Operations Manager Read-Only Operators group in the Operations console. For more information, see Account Information for Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=165736).

Use the views to get an understanding of the current state of your environment. The DC Active Alerts view and the DC State view, located under the Active Directory Server 2000 or Active Directory 2003 folder, provide a quick overview of your domain controllers and an indication of what requires your immediate attention. 

If the server running Active Directory system looks healthy, check the Client Alerts and Client State views under the Client Monitoring folder to verify that your client computers are not experiencing any problems. It is possible for client computers to discover problems that are not visible from the server monitoring function. 

State View 

When you monitor the state of Active Directory deployment with this management pack for Microsoft System Center Operations Manager 2007, you can get an instant view of Active Directory health. Management pack scripts run predefined tests at regular intervals to test the state. Based on the test results, events might be generated. Events, in turn, trigger rules that affect the state of the components and raise alerts.  

Rather than waiting for an alert to be raised, you can view the summary state for Active Directory components at any time by clicking State in the Public Views pane of the Operations Manager Operator console. The state of a component is indicated in the State Details pane with colored icons:  


A green icon indicates success, or it indicates that there is information available that does not require action.  


A yellow icon indicates an error or a warning.  


A red icon can indicate either a critical error or a security issue or that a service is unavailable. 


No icon indicates that no data affecting state has been collected. 

There are four state components that are monitored by the management pack:  


Client View: Checks whether Active Directory is responding to clients that have the Active Directory Client Management Pack installed. 


Replication Health: Checks whether domain controllers are configured properly and that they are replicating. Also checks whether replication is occurring in a timely fashion and that initial domain controller replication has been completed after Active Directory has been installed on a computer. 


Server Health: Checks whether the directory service and processes that are vital to the Active Directory deployment are healthy. 


Service Health: Checks whether the operations master (also known as flexible single master operations or FSMO) role holders and the directory service are responsive and whether clients can connect to the directory. 

The following table lists each state component, the source of the state change, and the rules affecting the state for the component. 

	State Component
	Source
	Rule affecting state

	Client View
	Various Client Pack scripts
	Active Directory client side test failed

	Client View
	AD Client PDC Response (script)
	The PDC Emulator cannot be contacted

	Replication Health
	AD Replication Monitoring (script)
	Active Directory Replication is occurring slowly

	Replication Health
	AD Replication Monitoring (script)
	Initial replication after domain controller promotion has not been completed

	Replication Health
	AD Replication Monitoring (script)
	Replication is not occurring - All replication partners have failed to synchronize

	Server Health
	AD Essential Services Running (script)
	Windows Time Service is not running

	Server Health
	AD Database and Log (script)
	Database Log File Excessive Growth Warning

	Server Health
	AD Essential Services Running (script)
	Net Logon Service is not running

	Server Health
	AD CPU Overload (script)
	The LSASS process is using a high percentage of available CPU time

	Server Health
	AD Database and Log (script)
	Database and Log File Drive Space - Error

	Server Health
	AD Database and Log (script)
	Database Excessive Growth Warning

	Server Health
	AD CPU Overload (script)
	CPU is overloaded

	Server Health
	AD Essential Services Running (script)
	Intersite Messaging Service is not running

	Server Health
	AD Essential Services Running (script)
	Kerberos Key Distribution Center Service (KDC) is not running

	Server Health
	AD Essential Services Running (script)
	Cannot connect to local SYSVOL share

	Server Health
	AD Essential Services Running (script)
	File Replication Service is not running

	Server Health
	AD Essential Services Running (script)
	The domain controller is not advertising - Clients will not be able to locate this domain

	Service Health
	Op Master Domain Naming Last Bind (performance counter)
	Op Master Domain Naming Last Bind - Threshold Exceeded

	Service Health
	Op Master Schema Last Bind (performance counter)
	Op Master Schema Last Bind - Threshold Exceeded

	Service Health
	Op Master Infrastructure Last Bind (performance counter)
	Op Master Infrastructure Last Bind - Threshold Exceeded

	Service Health
	Op Master RID Last Bind (performance counter)
	Op Master RID Last Bind - Threshold Exceeded

	Service Health
	Op Master PDC Last Bind (performance counter)
	Op Master PDC Last Bind - Threshold Exceeded

	Service Health
	Active Directory Last Bind (performance counter)
	Active Directory Last Bind - Threshold Exceeded

	Service Health
	Global Catalog Search Time (performance counter)
	Global Catalog Search Time - Threshold Exceeded

	Service Health
	Active Directory Lost Objects (performance counter)
	Active Directory Lost Objects - Threshold Exceeded


Diagram View 

Active Directory replication topology diagrams display the replication topology of your network, with dashed lines indicating intersite connections and solid lines indicating intrasite connections. Each computer is annotated for its role and state. The state of domain controllers in the replication topology diagrams is indicated by icons that have the same color: 


A green icon indicates that replication is functioning and no action is required. 


A yellow icon indicates that replication failures have been detected. 


A red icon indicates multiple consecutive failures or that replication is not occurring on the domain controller. 

The diagrams also contain ToolTips that provide detailed information, such as subnet configuration details, link costs, replication intervals, consecutive failures, and partition names. From the diagram view, you can navigate to other views. For example, to see alerts that pertain to only a specific domain controller, you can right-click that domain controller in a diagram, point to View, and then click Alerts. You can also select one or more domain controllers in a diagram and run a task remotely on that domain controller from the diagram view. 

This management pack provides four dynamic replication topology diagrams, which are described in the following sections. 

Client-Side Monitoring 

The following table describes the views that provide information about client-side monitoring. 

	View Name
	Description

	Client ADSI Bind and Search Time
	Displays the time, in seconds, required to perform a search for the domain controller (using a subtree search in the default directory partition and cn=computername as the filter) that is retrieved from the rootDSE object. This search is done only after the script has completed a bind to the rootDSE of the domain controller using ADSI.

	Client Alerts
	Provides a list of alerts generated from the client monitoring function.

	Client GC Search Time
	Displays the time, in seconds, required by the AD Client GC Availability script to perform a search of the global catalog.

	Client LDAP Ping and Bind
	Displays the time, in seconds, required for the client to perform an LDAP ping and bind operation on the domain controller.

	Client PDC Ping and Bind Time
	Displays the time, in seconds, required for the client to ping and bind the domain controller that hosts the PDC operations master role.

	Client Performance Overview
	A view that displays the LDAP Ping and Bind view, the Client GC Search Time view, the Client ADSI Bind and Search Time view, and the Client PDC Ping and Bind Time view in the same pane.

	Client State
	Displays the current state of all monitoring clients.


Active Directory Performance Views 

The following table describes the views that provide information about Active Directory performance. 

	View Name
	Description

	AD DIT/Log Free Space
	Displays the free space, in bytes, on the volumes containing the Active Directory Directory Information Tree (DIT) and log files.

	All Performance Data
	You can choose the information that you want to display from the entire set of Active Directory performance data.

	Database and Log Overview
	A view that displays the Database Size view, the Log File Size view, and the Active Directory DIT/Log Free Space view in the same pane.

	Database Size
	Displays the size, in bytes, of the Active Directory database.

	DC OS Metrics Overview
	A view that displays the LSASS Processor Time view and the Memory Metrics view in the same pane.

	DC Response Time
	Displays the time, in seconds, for a domain controller to respond to a request.

	DC/GC Response
	A view that displays the DC Response Time view and the GC Response Time view in the same pane.

	GC Response Time
	Displays the time, in seconds, for a global catalog to respond to a request.

	Log File Size
	Displays, in bytes, the size of the Active Directory Log File.

	LSASS Processor Time
	Displays, as a percentage of the total time available, the processor time consumed by the Local Security Authority Subsystem (LSASS).

	Memory metrics
	You can choose the memory metrics that you want to display from the entire set of Active Directory data.

	Op Master Performance
	Displays the performance data collected by the AD OpMaster Response script. The script measures the responsiveness of all monitored domain controllers that host an operations master role.


Replication Views 

The following table describes the views that provide information about Active Directory replication. 

	View Name
	Description

	Intersite Replication Traffic
	Displays, in bytes per second, the amount of inbound compressed replication data.

	Replication Alerts last 7 days
	Displays the last seven days of alerts.

	Replication Inbound Bytes/sec
	You can choose the Directory Replication Agent (DRA) inbound bytes metrics that you want to display on one graph.

	Replication Latency
	Displays, in minutes, the time for a change that is made in one Active Directory location to be reflected in all connected Active Directory domain controllers.

	Replication Performance Overview
	A view showing the previous four views in the same pane.


Topology Views 

The following table describes the Active Directory topology views. 

	View Name
	Description

	AD Domains
	Displays a topology of all your Active Directory domains.

	AD Sites
	Displays a topology of all your Active Directory sites.

	Connection Objects
	Displays a topology for all your connection objects. Stale connection objects are shown as an error, or red, state. To see only your stale connection objects, click Filter by Health above the view to show only objects in the error state.

	Topology
	A topology that contains all information in the previous three views.


Configuring Task Settings

The following tasks require that you set command-line options specifically for your computing environment before you run the tasks on remote domain controllers:


NETDIAG


NETDOM


NLTEST


REPADMIN


SETSPN

To perform the procedures in this section, you must be a member of at least the Operations Manager Operators group in the Operations console. For more information, see Account Information for Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=165736).
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To set task parameters 

	1.
Open the Operations console, and then click Monitoring.

2.
Expand Microsoft Windows Active Directory Management Pack Objects, and then click Rules.

3.
In the Monitoring pane, expand Microsoft Windows Active Directory, and then click DC State.

4.
In the DC State pane, select the domain controller that you want to target for running the task.

5.
In the Actions pane, right-click the task that you want to run (for example DCDIAG), and then click Run Task.

6.
In the Run Task dialog box, click Override.

7.
In Override Task Parameters, you can see the configurable options for override and set them by adding the appropriate information in the New Value column.
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Note 

The overrides for running tasks do not modify the task configuration permanently; they must be set each time that you run the task.

Appendix: Reports

The following table describes the reports that are implemented in this release of the Active Directory Management Pack (ADMP).

	Name
	Report description
	Required
	Description/instructions

	AD Domain Changes 
	The purpose of the AD Domain Changes report is to display any events seen on the monitored domain controllers that would indicate a change in the role of that domain controller. The report displays any events collected on a monitored domain controller with the event ID of 16408, 12297, or 16652. These events are internal to Windows Server and indicate specific changes in the domain controllers operation on the domain. 
	Start Data, End Data, and Time Zone

Object Type
	Start Data, End Data, and Time Zone: Date information regarding when the data used in the report should be collected. 

Object Type: The specific domain controllers to list in the report. If individual domain controllers are chosen, the Active Directory Domain Controller Computer Role objects must be chosen. To run a report containing all domain controllers, a user can add the AD Domain Controllers Group for each version of Windows Server supported. 

	AD Domain Controllers 
	The AD Domain Controllers report displays a list of domain controllers monitored by the ADMP. For each domain controller, the IP Addresses, Active Directory Site, Windows Version, and Fully Qualified Domain Name are displayed. 
	Start Data, End Data, and Time Zone 

Object Type
	Start Data, End Data, and Time Zone: Date information regarding when the data used in the report should be collected. 

Object Type: The specific domain controllers to list in the report. If individual domain controllers are chosen, the Active Directory Domain Controller Computer Role objects must be chosen. To run a report containing all domain controllers, a user can add the AD Domain Controllers Group for each version of Windows Server that is supported.

	AD Machine Account Authentication Failures 
	The AD Machine Account Authentication Failures Report contains events logged on the domain controllers that indicate a failure of a machine account to authenticate. 
	Start Data, End Data, and Time Zone

Object Type
	Start Data, End Data, and Time Zone: Date information regarding when the data used in the report should be collected.

Object Type: The specific domain controllers to list in the report. If individual domain controllers are chosen, the Active Directory Domain Controller Computer Role objects must be chosen. To run a report containing all domain controllers, a user can add the AD Domain Controllers Group for each version of Windows Server supported.

	AD Replication Site Links 
	The AD Replication Site Links report contains a list of site links in the environment and the type of transport, cost, and replication interval for each of these links. 
	Start Data, End Data, and Time Zone

Object Type
	Start Data, End Data, and Time Zone: Date information regarding when the data used in the report should be collected.

Object Type: The Active Directory Site Link objects from the environment. For the purpose of reporting, the user may want to create a dynamic group that contains all of the site links and use that group for the report so that they do not have to manually add each link every time that they want to run the report.  

	AD Role Holders
	The AD Role Holders report is probably the report that is most used by customers, because it gives a detailed list of the domains, forests, and domain controllers that make up the environment.
	Start Data, End Data, and Time Zone

Object Type
	Start Data, End Data, and Time Zone: Date information regarding when the data used in the report should be collected.

Object Type: This report utilizes three different types of objects. To make full use of this report, a user will need to include the relevant Active Directory Domain, Active Directory Forest, and any Active Directory Domain Controller Computer Role objects to be included. To run a report containing all domain controllers, a user can add the AD Domain Controllers Group for each version of Windows Server that is supported. 

	AD SAM Account Changes
	The AD SAM Account Changes report collects specific SAM events logged on domain controllers.
	Start Data, End Data, and Time Zone

Object Type
	Start Data, End Data, and Time Zone: Date information regarding when the data used in the report should be collected.

Object Type: The specific domain controllers to list in the report. If individual domain controllers are chosen, the Active Directory Domain Controller Computer Role objects must be chosen. To run a report containing all domain controllers, a user can add the AD Domain Controllers Group for each version of Windows Server that is supported.  

	DC Disk Space Charts
	The DC Disk Space Chart shows the size of the DIT as it changes over time. By adjusting the start and end dates, the user can customize the view of timeframe for the size of the DIT. 
	Data Aggregation Type

Start Data, End Data, and Time Zone

Object Type
	Data Aggregation Type: How to aggregate the data, either Hourly or Daily 

Start Data, End Data, and Time Zone: Date information regarding when the data used in the report should be collected.

Object Type: The specific domain controllers to list in the report. If individual domain controllers are chosen, the Active Directory Domain Controller Computer Role objects must be chosen. To run a report containing all domain controllers, a user can add the AD Domain Controllers Group for each version of Windows Server that is supported.  

	DC Replication Bandwidth 
	The DC Replication Bandwidth Report shows the amount of bandwidth replication is using in the environment for each domain controller. 
	Data Aggregation Type

Start Data, End Data, and Time Zone

Object Type
	Data Aggregation Type: How to aggregate the data, either Hourly or Daily 

Start Data, End Data, and Time Zone: Date information regarding when the data used in the report should be collected.

Object Type: The specific domain controllers to list in the report. If individual domain controllers are chosen, the Active Directory Domain Controller Computer Role objects must be chosen. To run a report containing all domain controllers, a user can add the AD Domain Controllers Group for each version of Windows Server that is supported.  


Appendix: Using Low-Privilege Accounts to Run Scripts

Client-Side Monitoring 

	Script
	Required permissions

	AD_Client_Connectivity.vbs
	Local Admin 

	AD_Client_GC_Availability.vbs
	Domain User

	AD_Client_PDC_Response.vbs
	Local Admin

	AD_Client_Serverless_Bind.vbs
	Domain User

	AD_Client_Update_DCs.vbs
	Local User

	ADClientPerspective.vbs
	Local Admin


Domain Controller Monitoring 

	Script
	Required permissions

	AD_Database_and_Log.vbs
	Local User

	AD_DC_Demoted.vbs
	Local Admin

	AD_DNS_Verification.vbs
	Domain User

	AD_Enumerate_Trusts.vbs
	Domain User

	AD_General_Response.vbs
	Domain User

	AD_Global_Catalog_Search_Response.vbs
	Domain User

	AD_Lost_And_Found_Object_Count.vbs
	Domain User

	AD_Monitor_Trusts.vbs
	Domain User

	AD_Op_Master_Response.vbs
	Domain User

	AD_Replication_Monitoring.vbs
	Local Admin

	AD_Replication_Monitoring_Helper1.vbs
	Local User

	AD_Replication_Monitoring_Helper2.vbs
	Local User

	AD_Replication_Partner_Count.vbs
	Domain User

	AD_Replication_Partner_Op_Master.vbs
	Domain User

	AD_Server_Moved_Site.vbs
	Domain User

	AD_Sysvol_Share_DataSource.vbs
	Local User

	AD_Time_Skew.vbs
	Domain User

	AD_Validate_Server_Trust_Event.vbs
	Domain User

	DCLocatorRunning.vbs
	Local User

	GeneralResponseCheck.vbs
	Domain User


Domain Controller Discovery

	Script
	Required permissions

	ADLocalDiscovery.vbs
	Local Admin

	ADRemoveTopologyDiscovery.vbs
	Domain User

	ADTopologyDiscovery.vbs
	Domain User

	PrepareEssentialDiscData*.vbs
	Local User


Appendix: Monitors and Overrides for Management Packs

This section provides detailed procedures and scripts that you can use to display rules and other information about the management packs that you import.

To perform the procedures in this appendix, you must be a member of the at least the Operations Manager Operators group in the Operations console and have the ability to run scripts on the Root Management Server (RMS). For more information, see Account Information for Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=165736).

How to View Management Pack Details

For more information about a monitor and the associated override values, see the knowledge for the monitor.
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To view knowledge for a monitor

	1.
On your management server, click Start, type Operations Console, and then click Operations Console on the Start menu.

2.
In the navigation pane, click Authoring.

3.
Expand Management Pack Objects, and then click Monitors.

4.
In the Monitors pane, expand the targets until you reach the monitor level. As an alternative, you can use Search to find a particular monitor.

5.
Click the monitor, and in the Monitor details pane, click View knowledge.

6.
Click the Product Knowledge tab.


How to Display Monitors for a Management Pack

To display a list of outputs for a management pack's monitors and overrides by using the Command Shell, use the following procedure.
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To display monitors for a management pack

	1.
On your management server, click Start, type Operations Manager Shell, and then click Operations Manager Shell on the Start menu.

2.
In Operations Manager Shell, type the following command: get-monitor -managementPack name.mp | export-csv filename


For example, the following command retrieves data for the monitors that are associated with one of the core management packs:

get-monitor -managementPack System.Health.Library.mp | export-csv "C:\monitors.csv"
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Note 

If you receive an error message indicating that access to the path is denied, modify the path “c:\monitors.csv” in the command to use a path to which the user account has access. For example, user accounts should have access to their profile path. From a command prompt, you can run the command echo %userprofile% to find out the physical path to the user profile (for example, C:\Users\ALyon). When you have the user profile path, use that instead of c:\ as shown in the example commands, for example, “c:\users\ALyon\monitors.csv”.

A .csv file is created. You can open the .csv file in Microsoft Excel. In Excel, you might be required to specify that the .csv file is a text file.

How to Display Overrides for a Management Pack

To display overrides for a management pack, use the following procedure.
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To display overrides for a management pack

	1.
On your management server, click Start, type Operations Manager Shell, and then click Operations Manager Shell on the Start menu.

2.
In Operations Manager Shell, type the following command:

get-override -managementPack name.mp | export-csv filename


For example, the following command displays the overrides for one of the core management packs:

get-override -managementPack Microsoft.SystemCenter.OperationsManager.Internal.mp | export-csv "c:\overrides.csv"
[image: image77.png]


Note 

If you receive an error message indicating that access to the path is denied, modify the path “c:\overrides.csv” in the command to use a path to which the user account has access. For example, user accounts should have access to their profile path. From a command prompt, you can run the command echo %userprofile% to find out the physical path to the user profile (for example, C:\Users\ALyon). When you have the user profile path, use that instead of c:\ as shown in the example commands, for example, “c:\users\ALyon\overrides.csv”.

A .csv file is created. You can open the .csv file in Microsoft Excel. In Excel, you might be required to specify that the .csv file is a text file.

How to Display All Management Pack Rules

Use the following procedure to display a list of rules for the management packs that you imported. You can view the list of rules in Microsoft Excel.
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To display management pack rules

	1.
On your management server, click Start, type Operations Manager Shell, and then click Operations Manager Shell on the Start menu.

2.
In Operations Manager Shell, type the following command:

get-rule | select-object @{Name="MP";Expression={ foreach-object {$_.GetManagementPack().DisplayName }}},DisplayName | sort-object -property MP | export-csv "c:\rules.csv"
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Note 

If you receive an error message indicating that access to the path is denied, modify the path “c:\rules.csv” in the command to use a path to which the user account has access. For example, user accounts should have access to their profile path. From a command prompt, you can run the command echo %userprofile% to find out the physical path to the user profile (for example, C:\Users\ALyon). When you have the user profile path, use that instead of c:\ as shown in the example commands, for example, “c:\users\ALyon\rules.csv”.


A .csv file is created. You can open the .csv file in Excel. In Excel, you might be required to specify that the .csv file is a text file.

How to Display Monitor Thresholds

To display monitor thresholds, use the script that is provided in this topic. This script works for the majority of monitors. The script creates a .csv file that includes the following columns. You can view the script by using Microsoft Excel.

	Column
	Description

	Type
	The type of objects to which the monitor is targeted

	DisplayName
	The display name of the monitor

	Threshold
	The threshold used by the monitor

	AlertOnState
	Determines whether the monitor generates an alert when the state changes

	AutoResolveAlert
	Determines whether the generated alert will be resolved automatically when the monitor state goes back to green

	AlertSeverity
	The severity of the generated alert


Copy the following script to a text file and save the file as a Windows PowerShell script by renaming the file to monitors.ps1. Run the script in Operations Manager Shell. This script creates a .csv file that displays the monitor thresholds:

function GetThreshold ([String] $configuration)
{
$config = [xml] ("<config>" + $configuration + "</config>")
$threshold = $config.Config.Threshold
if($threshold -eq $null)
{
$threshold = $config.Config.MemoryThreshold
}
if($threshold -eq $null)
{
$threshold = $config.Config.CPUPercentageThreshold
}
if($threshold -eq $null)
{
if($config.Config.Threshold1 -ne $null -and $config.Config.Threshold2 -ne $null)
{
$threshold = "first threshold is: " + $config.Config.Threshold1 + " second threshold is: " + $config.Config.Threshold2
}
}
if($threshold -eq $null)
{
if($config.Config.ThresholdWarnSec -ne $null -and $config.Config.ThresholdErrorSec -ne $null)
{
 $threshold = "warning threshold is: " + $config.Config.ThresholdWarnSec + " error threshold is: " + $config.Config.ThresholdErrorSec 
}
}
if($threshold -eq $null)
{
if($config.Config.LearningAndBaseliningSettings -ne $null)
{
$threshold = "no threshold (baseline monitor)"
}
}
return $threshold
}
$perfMonitors = get-monitor -Criteria:"IsUnitMonitor=1 and Category='PerformanceHealth'"
$perfMonitors | select-object @{name="Target";expression={foreach-object {(Get-MonitoringClass -Id:$_.Target.Id).DisplayName}}},DisplayName, @{name="Threshold";expression={foreach-object {GetThreshold $_.Configuration}}}, @{name="AlertOnState";expression={foreach-object {$_.AlertSettings.AlertOnState}}}, @{name="AutoResolveAlert";expression={foreach-object {$_.AlertSettings.AutoResolve}}}, @{name="AlertSeverity";expression={foreach-object {$_.AlertSettings.AlertSeverity}}} | sort Target, DisplayName | export-csv "c:\monitor_thresholds.csv"
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Note 

If you receive an error message indicating that access to the path is denied, modify the line export-csv “C\monitor_thresholds.csv” to use a path to which the user account has access. For example, user accounts should have access to their profile path. From a command prompt, you can run the command echo %userprofile% to find out the physical path to the user profile (for example, C:\Users\ALyon). When you have the user profile path, use that instead of c:\ in the script, for example, export-csv “c:\users\ALyon\monitor_thresholds.csv”.

How to Display Performance Collection Rules

To display performance collection rules, use the script in this topic. This script works for the majority of monitors. The script creates a .csv file that includes the following columns. You can view the script by using Microsoft Excel.

	Column
	Description

	WriteAction
	Contains information about where the performance counter is written

	WriteToDB or CollectionPerformanceData
	Writes to the Operations Manager database

	WriteToDW or CollectPerfDataWarehouse
	Writes to the data warehouse

	WC
	Stores baseline data for a performance counter in the operational database


Copy the following script to a text file, and then save the file as a Windows PowerShell script by renaming the file to monitors.ps1. Run the script in Operations Manager Shell. The script creates a .csv file that displays the performance collection rules that are present in the management group.

function GetPerfCounterName ([String] $configuration)
{
$config = [xml] ("<config>" + $configuration + "</config>")
return ($config.Config.ObjectName + "\" + $config.Config.CounterName)
}
function GetFrequency ([String] $configuration)
{
$config = [xml] ("<config>" + $configuration + "</config>")
$frequency = $config.Config.Frequency;
if($frequency -eq $null)
{
$frequency = $config.Config.IntervalSeconds;
}
return ($frequency)
}
function GetDisplayName($performanceRule)
{
 if($performanceRule.DisplayName -eq $null)
 {
  return ($performanceRule.Name);
 }
 else
 {
  return ($performanceRule.DisplayName);
 }
}
function GetWriteActionNames($performanceRule)
{
 $writeActions = ""; 
 foreach($writeAction in $performanceRule.WriteActionCollection)
 {
  $writeActions += " " + $writeAction.Name;
 }
 return ($writeActions);
}
$perf_collection_rules = get-rule -criteria:"Category='PerformanceCollection'"
$perf_collection_rules | select-object @{name="Type";expression={foreach-object {(Get-MonitoringClass -id:$_.Target.Id).DisplayName}}},@{name="RuleDisplayName";expression={foreach-object {GetDisplayName $_}}} ,@{name="CounterName";expression={foreach-object {GetPerfCounterName $_.DataSourceCollection[0].Configuration}}},@{name="Frequency";expression={foreach-object {GetFrequency $_.DataSourceCollection[0].Configuration}}},@{name="WriteActions";expression={foreach-object {GetWriteActionNames $_}}}  | sort Type,RuleDisplayName,CounterName | export-csv "c:\perf_collection_rules.csv"
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Note 

If you receive an error message indicating that access to the path is denied, modify the line export-csv “C\perf_collection_rules.csv” to use a path to which the user account has access. For example, user accounts should have access to their profile path. From a command prompt, you can run the command echo %userprofile% to find out the physical path to the user profile (for example, C:\Users\ALyon). When you have the user profile path, use that instead of c:\ in the script, for example, export-csv “c:\users\ALyon\perf_collection_rules.csv”.

Links

The following links connect you to information about common tasks that are associated with System Center management packs:

System Center 2012 - Operations Manager


Management Pack Life Cycle 


How to Import a Management Pack 


Tuning Monitoring by Using Targeting and Overrides

How to Create a Run As Account  


How to Export a Management Pack 


How to Remove a Management Pack 

Operations Manager 2007 R2


Administering the Management Pack Life Cycle 


How to Import a Management Pack in Operations Manager 2007 


How to Monitor Using Overrides

How to Create a Run As Account in Operations Manager 2007 


How to Modify an Existing Run As Profile 


How to Export Management Pack Customizations 


How to Remove a Management Pack 

For questions about Operations Manager and management packs, see the System Center Operations Manager community forum.

A useful resource is the System Center Operations Manager Unleashed blog, which contains “By Example” posts for specific management packs.

For additional information about Operations Manager, see the System Center 2012 - Operations Manager Survival Guide and Operations Manager 2007 Management Pack and Report Authoring Resources 
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Important 

All information and content on non-Microsoft sites is provided by the owner or the users of the website. Microsoft makes no warranties, express, implied, or statutory, as to the information at this website.
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